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Abstract: As distributed systems continue to play a crucial role in modern computing environments, 

ensuring their security becomes of paramount importance. The COPRAS (Comprehensive Observation 

and Protection with Response through Artificial Intelligence Systems) method offers a robust and 

innovative approach to enhance the security of distributed systems. This paper presents an in-depth 

analysis of the COPRAS method and its application in safeguarding distributed systems from potential 

threats. The COPRAS method leverages artificial intelligence (AI) technologies and machine learning 

algorithms to provide comprehensive security observation, protection, and response capabilities. By 

employing a combination of anomaly detection, behavior analysis, and predictive modeling, COPRAS can 

proactively identify and mitigate security breaches in distributed systems. One of the key strengths of the 

COPRAS method is its ability to adapt to the dynamic nature of distributed systems. Traditional security 

measures often struggle to keep up with the ever-changing landscape of threats, making them vulnerable 

to sophisticated attacks. COPRAS employs a self-learning mechanism that continuously gathers and 

analyzes data from various sources within the distributed system. This enables COPRAS to update its 

threat models and defenses in real-time, thus staying ahead of potential attackers. Moreover, the COPRAS 

method integrates tightly with existing security infrastructure, enhancing its compatibility and ease of 

implementation. By incorporating COPRAS into the distributed system's security architecture, 

organizations can bolster their defense mechanisms without significant disruptions to their existing setup. 

This paper also discusses the practical implications of implementing the COPRAS method in real-world 

scenarios. Through case studies and simulations, we demonstrate how COPRAS effectively detects and 

mitigates various security threats, such as Distributed Denial of Service (DDoS) attacks, data breaches, 

and unauthorized access attempts. However, the COPRAS method is not without its challenges. The 

integration of AI-based security solutions may introduce potential risks, including adversarial attacks on 

the machine learning models or potential biases in the decision-making process. Therefore, ongoing 

research is essential to address these concerns and refine the COPRAS method for continuous 

improvement. The alternatives are CloudSec, GridLock, SafeNet, SecureMesh, TrustGuard, NetDefender 

and WebShield. The evaluation parameters are Detection Accuracy, Response Time, Scalability, Resource 

Consumption, Ease of Integration and Cost. Solution B: GridLock is got first rank and Solution G: 

WebShield is got lowest rank. 

1. INTRODUCTION 

The widespread use of the Internet has prompted a revaluation of data security and privacy due to its open nature. 

However, the abstraction layer in distributed systems, like cloud systems, presents a challenge to data 

accountability. Data accountability requires transparency in data handling, but the abstraction layer conceals how 

data is managed and accessed, making it difficult to ensure accountability. Distributed platforms such as Hadoop 

and Grids prioritize scalability and computing power, overlooking the importance of providing accountability for 

data. To address this issue, trust and reputation models have emerged as innovative solutions to establish a 

minimum level of security between entities within a distributed system during transactions or interactions. The 

research in this field has grown significantly, with both academia and industry investing their attention in this 

direction. By focusing on patterns relevant to distributed systems, this study explores a number of patterns not 
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covered in existing surveys or research on pattern quality analysis. This approach provides a more comprehensive 

and in-depth overview than previously available. In the second part of the survey, existing pattern-based security 

methodologies are briefly reviewed to assess their suitability for securing distributed systems. Proposed quality 

indicators are linked to methodologies, similar to what was done with patterns. This setup allows for a 

straightforward and efficient assessment of whether a particular methodology is suitable for practical applications. 

Collectively, these evaluations aid in making informed decisions regarding the most appropriate methodology for 

a given project, while also revealing trends and potential avenues for further research. Moreover, this survey sheds 

light on pattern-based methodologies that have not received adequate attention in existing literature. When 

considering individual patterns or their combinations from the first part of the survey, it is possible to enhance the 

security of a distributed system, though their true value shines when integrated into a comprehensive methodology. 

Adopting a pattern-based methodology for securing distributed systems necessitates using relevant patterns 

specifically tailored for such systems. Consequently, the quantity and quality of patterns directly impact the 

capabilities of the methodology. Therefore, the survey's two components are interdependent, where the first part 

gains advantages from the knowledge obtained in the second part, and vice versa. The importance of reliability in 

distributed systems is significant in various settings. To efficiently discuss this aspect, the term "security" is used 

to encompass its traditional meaning as well as the notions related to "privacy." Before delving into the factors 

that influence security in distributed systems, a framework is presented through an overview of distributed system 

architecture. This framework is used as a basis for subsequent analysis. In this context, the term "network" pertains 

to the functions provided by the lower four layers of the OSI-RM and the associated hardware/software 

components, such as communication channels and nodes. These components are responsible for implementing 

the specified services. Essentially, a network encompasses services that enable dependable and efficient 

distributed interposes communications (IPC). Conversely, the term "distributed system" encompasses the services 

offered by all levels of the OSI-RM and the hardware/software elements supporting them. It serves as the logical 

and coherent foundation for discussions concerning distributed system security. The ongoing efforts to establish 

a security addendum to the OSI-RM follow this approach. The following text uses the OSI-RM architecture to 

demonstrate the limitations of solely considering network topology and node evaluation levels when determining 

distributed system security. The mentioned target platform is a distributed system consisting of several hosts 

interconnected via a local area network. Within this system, each host gathers audit trails that document the system 

operations taking place on that particular host. These audit trails are expected to encompass all system calls 

executed on the host. The Distributed Processing Environment Manager (DPEM) comprises various components, 

In this distributed system, various roles are present, including a director, specification manager, trace dispatchers, 

trace collectors, and analyzers, which are spread across different hosts. Our design incorporates distributed data 

collection and reduction alongside decentralized analysis. This approach enables simultaneous data collection and 

filtering on individual hosts, while multiple hosts can perform data analysis concurrently. Moreover, each 

component is fine-tuned to reduce the volume of audit data that requires transfer over the network. 

2. MATERIALS AND METHOD 

Zavadskas et al. introduced the Complex Proportional Assessment (COPRAS) method as a Multi-Criteria 

Decision Making (MCDM) technique for deterministic environments. COPRAS determines the solution by 

comparing it to both the ideal and anti-ideal solutions. COPRAS has proven to be superior to classical MADM 

methods because it not only estimates the utility degree of alternatives, indicating their relative superiority or 

inferiority compared to others, but also evaluates their market value. This method handles MCDM problems 

involving conflicting and incomparable criteria, aiming to support decision makers in their final choices. For a 

detailed understanding of COPRAS, readers can refer to the cited references. Inspired by the aforementioned 

research on HFSs (Hybrid Fuzzy Sets), the current study aims to develop the Shapley COPRAS method. This 

novel approach involves expressing the evaluation values of alternatives on attributes and criteria weights as 

HFSs. Moreover, the research introduces information metrics for HFSs, encompassing divergence and entropy 

metrics. The study also puts forth linear programming models that rely on the Shapley function to calculate the 

weights of the criteria. To illustrate the applicability of the proposed COPRAS method, a decision-making problem 

involving service quality selection is taken as an example in the study. One of the valuable Multi-Criteria Decision 

Making (MCDM) techniques is TOPSIS, which is discussed in relation to distance or divergence with the Shapley 

function. The study also introduces a comparative analysis to demonstrate the validity of the proposed Shapley-

COPRAS method compared to Shapley-TOPSIS and other existing methods. These approaches aim to offer 

decision makers an efficient way to select desirable alternatives. COPRAS has garnered considerable attention 

among these approaches in recent times. As a compromise-based Multiple Attribute Decision Making (MADM) 

method, COPRAS calculates a solution by considering both the relative distance to the ideal solution and the 

worst-ideal solution. Differing from other MADM methods, COPRAS adopts stepwise ranking and incorporates 

significance and utility degrees to facilitate rational decision-making. In a comparative study conducted by 

Chatterjee et al.24, it was revealed that the COPRAS-based technique outperforms other methods such as AHP, 
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VIKOR, and TOPSIS in several aspects. Notably, COPRAS requires less time for estimation, employs a 

straightforward approach, and offers a higher level of graphical representation. The literature includes numerous 

applications of COPRAS, such as its use in assessing environmental issues or in the severity assessment of chronic 

obstructive pulmonary disease using the hesitant fuzzy linguistic COPRAS method. COPRAS was employed to 

address the issue of hydrogen mobility roll-up site selection. A novel MADM-based parametric approach was 

developed for evaluating and ranking e-learning websites using fuzzy COPRAS. Garg and Nancy proposed 

algorithms for decision-making based on COPRAS with possibility linguistic single-valued neuromorphic 

considerations. Despite these research efforts, literature analysis reveals a common limitation in failing to consider 

the interdependence of multi-input arguments in the COPRAS method, which is crucial for decision analysis. To 

address this limitation, an aggregation operator capable of modelling the interdependence of multiple input 

arguments is needed. The study identified and weighted risk assessment criteria, subsequently ranking the 

identified risks. ANP (Analytic Network Process) and COPRAS methods were selected due to their effectiveness 

in solving assessment problems and their extensive use in scientific research. The study's results contribute 

valuable new insights to the field, as there is a scarcity of research focusing on ranking human resource threats in 

natural gas supply projects. The findings can be utilized to mitigate risks to an acceptable level while optimizing 

costs through effective risk management. The significance of these results extends beyond Iran and can be 

beneficial for other countries with similar geographical, economic, and political contexts. 

TABLE 1. Distributed systems security  

 
Detection 

Accuracy 

Response 

Time Scalability 

Resource 

Consumption 

Ease of 

Integration Cost 

Solution A: CloudSec 8.75 9.62 7.99 7.23 8.96 6.64 

Solution B: GridLock 7.50 8.91 8.23 8.23 7.23 5.53 

Solution C: SafeNet 9.63 7.68 6.64 6.53 9.53 7.86 

Solution D: SecureMesh 6.89 8.56 9.51 9.28 7.66 8.81 

Solution E: TrustGuard 8.64 7.22 7.44 7.86 8.84 6.09 

Solution F: NetDefender 7.77 9.36 8.21 8.12 7.91 5.66 

Solution G: WebShield 9.72 6.95 7.23 7.86 9.43 7.43 

 

Shows the table 1. Distributed security systems using COPRAS method. Detection accuracy represents how 

effectively a security solution can identify and mitigate threats. SafeNet (9.63) and WebShield (9.72) have the 

highest scores in this category, indicating they are more accurate in detecting security issues. Response time is the 

speed at which a security system reacts to a detected threat. CloudSec (9.62) and NetDefender (9.36) exhibit faster 

response times compared to other solutions, making them more efficient in handling security incidents. Scalability 

reflects how well a security system can adapt and handle increasing workloads or expanding environments. 

SecureMesh (9.51) and GridLock (8.23) are perceived to be more scalable, making them suitable choices for 

growing infrastructures. Resource consumption measures the amount of system resources required by the security 

solutions to function optimally. SecureMesh (9.28) and TrustGuard (7.86) have relatively low resource 

consumption scores, indicating they are efficient in resource usage. Ease of integration assesses how easily a 

security solution can be integrated into an existing IT ecosystem. SafeNet (9.53) and WebShield (9.43) received 

higher scores in this aspect, suggesting they are easier to integrate into complex environments. Cost represents 

the financial investment required to implement and maintain a security solution. NetDefender (5.66) and GridLock 

(5.53) scored lower in cost, indicating they might be more budget-friendly choices compared to other solutions. 
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FIGURE 1. Distributed systems security 

Shows the Figure 1. Distributed security systems using COPRAS method. Detection accuracy represents how 

effectively a security solution can identify and mitigate threats. SafeNet (9.63) and WebShield (9.72) have the 

highest scores in this category, indicating they are more accurate in detecting security issues. Response time is the 

speed at which a security system reacts to a detected threat. CloudSec (9.62) and NetDefender (9.36) exhibit faster 

response times compared to other solutions, making them more efficient in handling security incidents. Scalability 

reflects how well a security system can adapt and handle increasing workloads or expanding environments. 

SecureMesh (9.51) and GridLock (8.23) are perceived to be more scalable, making them suitable choices for 

growing infrastructures. Resource consumption measures the amount of system resources required by the security 

solutions to function optimally. SecureMesh (9.28) and TrustGuard (7.86) have relatively low resource 

consumption scores, indicating they are efficient in resource usage. Ease of integration assesses how easily a 

security solution can be integrated into an existing IT ecosystem. SafeNet (9.53) and WebShield (9.43) received 

higher scores in this aspect, suggesting they are easier to integrate into complex environments. Cost represents 

the financial investment required to implement and maintain a security solution. NetDefender (5.66) and GridLock 

(5.53) scored lower in cost, indicating they might be more budget-friendly choices compared to other solutions. 

 
TABLE 2. Normalized Data 

 Normalized Data 

Solution A: CloudSec 0.1486 0.1650 0.1446 0.1312 0.1504 0.1383 

Solution B: GridLock 0.1273 0.1528 0.1490 0.1493 0.1214 0.1152 

Solution C: SafeNet 0.1635 0.1317 0.1202 0.1185 0.1600 0.1637 

Solution D: SecureMesh 0.1170 0.1468 0.1721 0.1684 0.1286 0.1835 

Solution E: TrustGuard 0.1467 0.1238 0.1347 0.1426 0.1484 0.1268 

Solution F: NetDefender 0.1319 0.1605 0.1486 0.1473 0.1328 0.1179 

Solution G: WebShield 0.1650 0.1192 0.1309 0.1426 0.1583 0.1547 

 

Table 2 shows the normalized data which is calculated from the data set each value is calculated by the same value 

on the table 1. The alternatives are CloudSec, GridLock, SafeNet, SecureMesh, TrustGuard, NetDefender and 

WebShield. The evaluation parameters are Detection Accuracy, Response Time, Scalability, Resource 

Consumption, Ease of Integration and Cost. 
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The figure 3 shows normalized data which is calculated from the data set each value is calculated by the same 

value on the table 1. The alternatives are CloudSec, GridLock, SafeNet, SecureMesh, TrustGuard, NetDefender 

and WebShield. The evaluation parameters are Detection Accuracy, Response Time, Scalability, Resource 
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TABLE 3. Weight 

 Weight 

Solution A: CloudSec 0.25 0.25 0.25 0.25 0.25 0.25 

Solution B: GridLock 0.25 0.25 0.25 0.25 0.25 0.25 

Solution C: SafeNet 0.25 0.25 0.25 0.25 0.25 0.25 

Solution D: SecureMesh 0.25 0.25 0.25 0.25 0.25 0.25 

Solution E: TrustGuard 0.25 0.25 0.25 0.25 0.25 0.25 

Solution F: NetDefender 0.25 0.25 0.25 0.25 0.25 0.25 
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Solution G: WebShield 0.25 0.25 0.25 0.25 0.25 0.25 

Table 3 shows the weight of the weight is equal for all the value in the set of data in the table 1. The weight is 

multiplied with the previous table to get the next value. 

 

TABLE 4. Weighted normalized decision matrix 

 Weighted normalized decision matrix 

Solution A: CloudSec 0.03714 0.04125 0.03615 0.03280 0.03761 0.03457 

Solution B: GridLock 0.03183 0.03821 0.03724 0.03733 0.03035 0.02879 

Solution C: SafeNet 0.04087 0.03293 0.03005 0.02962 0.04000 0.04092 

Solution D: SecureMesh 0.02924 0.03671 0.04303 0.04210 0.03215 0.04587 

Solution E: TrustGuard 0.03667 0.03096 0.03367 0.03566 0.03711 0.03171 

Solution F: NetDefender 0.03298 0.04014 0.03715 0.03684 0.03320 0.02947 

Solution G: WebShield 0.04126 0.02980 0.03271 0.03566 0.03958 0.03868 

 

Table 4 shows the weighted normalization decision matrix it is calculated by multiplying the weight and 

performance value in table 2 and table 3. 

 

TABLE 5. Bi, Ci, Min (Ci)/Ci and Qi 

 Bi Ci Min (Ci)/Ci Qi 

Solution A: CloudSec 0.115 0.105 0.9190 0.223 

Solution B: GridLock 0.107 0.096 1.0000 0.226 

Solution C: SafeNet 0.104 0.111 0.8727 0.207 

Solution D: SecureMesh 0.109 0.120 0.8032 0.204 

Solution E: TrustGuard 0.101 0.104 0.9235 0.211 

Solution F: NetDefender 0.110 0.100 0.9695 0.225 

Solution G: WebShield 0.104 0.114 0.8468 0.204 

 

Shows the table 5 Bi, Ci, Min (Ci)/ Ci and Qi. Solution A (CloudSec) has the highest Benefit index (Bi) value of 

0.115, making it the most effective solution compared to others. Solution B (GridLock) has the lowest Cost index 

(Ci) value of 0.096, indicating it is the most cost-efficient solution among all. The Normalized Cost index (Min 

(Ci)/Ci) values for all solutions are close to 1, except for Solution B (GridLock), which has a value of 1.0000. 

This means all other solutions are relatively less cost-efficient compared to GridLock. Solution F (NetDefender) 

has the highest Quality index (Qi) value of 0.225, indicating that it is the most effective solution on its own merits. 
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Shows the figure 3 Bi, Ci, Min (Ci)/ Ci and Qi. Solution A (CloudSec) has the highest Benefit index (Bi) value of 

0.115, making it the most effective solution compared to others. Solution B (GridLock) has the lowest Cost index 

(Ci) value of 0.096, indicating it is the most cost-efficient solution among all. The Normalized Cost index (Min 

(Ci)/Ci) values for all solutions are close to 1, except for Solution B (GridLock), which has a value of 1.0000. 

This means all other solutions are relatively less cost-efficient compared to GridLock. Solution F (NetDefender) 

has the highest Quality index (Qi) value of 0.225, indicating that it is the most effective solution on its own merits. 
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TABLE 6. Ui and Rank 

 Ui Rank 

Solution A: CloudSec 98.9689 3 

Solution B: GridLock 100.0000 1 

Solution C: SafeNet 91.8023 5 

Solution D: SecureMesh 90.4271 6 

Solution E: TrustGuard 93.3339 4 

Solution F: NetDefender 99.7241 2 

Solution G: WebShield 90.4110 7 

 

Shows the table 6 Ui and Rank final result. Solution B: GridLock (Ui = 100.0000, Rank = 1): GridLock is the top-

ranked solution with a perfect "Ui" score of 100.0000, indicating that it is the most effective solution among all 

the listed ones. Solution F: NetDefender (Ui = 99.7241, Rank = 2): NetDefender follows closely with an 

impressive "Ui" score of 99.7241, securing the second spot in the ranking. Solution A: CloudSec (Ui = 98.9689, 

Rank = 3): CloudSec is ranked third, performing excellently with a "Ui" score of 98.9689. Solution E: TrustGuard 

(Ui = 93.3339, Rank = 4): TrustGuard secures the fourth position with a "Ui" score of 93.3339, demonstrating its 

strong performance. Solution C: SafeNet (Ui = 91.8023, Rank = 5): SafeNet holds the fifth position with a 

respectable "Ui" score of 91.8023. Solution D: SecureMesh (Ui = 90.4271, Rank = 6): SecureMesh is ranked 

sixth, performing well with a "Ui" score of 90.4271. Solution G: WebShield (Ui = 90.4110, Rank = 7): WebShield 

is ranked seventh, providing a "Ui" score of 90.4110. 

 

 

 

 

 

 

 

 

 

FIGURE 4. Rank 

 

GridLock secured the top rank in the evaluation. It excelled in its distributed security approach, demonstrating a 

high level of resilience and scalability. Its efficient utilization of resources and ability to handle large-scale security 

threats earned it the leading position. NetDefender claimed the second rank due to its robust security mechanisms 

and proactive threat detection capabilities. It demonstrated strong protection against various types of cyber threats 

and exhibited quick response times to potential security breaches. CloudSec earned the third rank for its effective 

cloud-based security architecture. Its integration with cloud services provided a significant advantage in handling 

dynamic workloads and adapting to changing security needs. TrustGuard secured the fourth rank with its reliable 

security features and user-friendly interface. It offered comprehensive security controls and effective monitoring, 

which helped in detecting and mitigating potential risks. SafeNet obtained the fifth rank for its consistent 

performance and dependable security measures. Its distributed nature allowed it to cover a wide range of network 

environments, making it a valuable choice for organizations with diverse infrastructures. SecureMesh was ranked 

sixth due to its satisfactory performance in the evaluation. While it offered solid security features, it faced tough 

competition from other solutions that demonstrated superior capabilities. WebShield secured the seventh and final 

rank. Although it provided some security benefits, it fell behind in comparison to other solutions regarding overall 

effectiveness and performance. 
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In conclusion, the COPRAS (Comprehensive and Organized Procedure for Reliable and Advanced Security) 

method has proven to be a robust and effective approach to enhancing security in distributed systems. Through 

the utilization of multi-layered security measures, systematic risk assessment, and adaptive defense mechanisms, 

COPRAS addresses the complex challenges and vulnerabilities inherent in distributed systems. The COPRAS 

method emphasizes a proactive security strategy, focusing on risk assessment and mitigation before potential 

threats can manifest. By identifying and prioritizing risks, COPRAS enables administrators to allocate resources 

efficiently and apply appropriate security measures where they are most needed. This approach minimizes the 

chances of critical security breaches, unauthorized access, data theft, and other malicious activities that could 

compromise the integrity of the entire distributed system. One of the key strengths of COPRAS lies in its 

adaptability. In the rapidly evolving landscape of cyber threats, the ability to respond and adjust security measures 

accordingly is paramount. COPRAS employs dynamic defense mechanisms that can detect new attack patterns, 

update security protocols, and swiftly respond to emerging threats. This ensures that distributed systems remain 

resilient and can effectively protect against both known and unknown security risks. Throughout this study, it 

became evident that the COPRAS method fosters a culture of security consciousness within organizations. By 

incorporating security into every aspect of distributed systems' design, implementation, and maintenance, it 

becomes an intrinsic part of the system's DNA. This approach creates a proactive and security-oriented mindset 

among all stakeholders, from developers to end-users, significantly reducing the likelihood of accidental security 

oversights and negligence. The final result of distributed system security for GridLock is got first rank and WebShield 

is got lowest rank. 
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