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Abstract: Graphical Interactive Debugging (GID) for distributed systems is an advanced debugging methodology that 

addresses the intricacies of diagnosing and rectifying errors in distributed software applications. This approach 

combines visual representations, real-time monitoring, and interactive controls to provide developers and system 

administrators with a comprehensive view of the distributed system's behavior and internals. By offering an intuitive and 

informative interface, GID facilitates the identification of anomalies, performance bottlenecks, and communication 

failures that commonly arise in distributed environments. Distributed systems are complex software architectures that 

consist of multiple interconnected components or nodes that collaborate to achieve a common goal Debugging such 

systems is challenging due to the inherent complexities introduced by network communication, concurrency, and the 

potential for failures at various levels. Graphical Interactive Debugging (GID) is an approach that leverages visual 

representations and interactive tools to aid in the identification and resolution of issues within distributed systems.  

Distributed systems are complex software architectures that consist of multiple interconnected components or nodes that 

collaborate to achieve a common goal. Debugging such systems is challenging due to the inherent complexities 

introduced by network communication, concurrency, and the potential for failures at various levels. Graphical 

Interactive Debugging (GID) is an approach that leverages visual representations and interactive tools to aid in the 

identification and resolution of issues within distributed systems. Applying the "Weighted Aggregated Sum Product 

Assessment (WASPAS)" method, those making decisions are able to evaluate possibilities based on a wide range of 

parameters. It involves providing criteria weights, determining scores for every potential and summing the results to 

determine the most suitable option. Result: From the result “Federated Array of Bricks (FAB)” is in the 1st rank, and 

bullet is in the lowest rank. 
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synchronization errors 

1. INTRODUCTION 

The complexity of distributed systems surpasses that of single-node applications. For example, a single logical operation can 

entail the transmission of numerous messages and engagement with multiple nodes. Because events' timing and locations can 

vary between actions, the diversity of distributed behavior is heightened. Consequently, identifying bugs in distributed systems 

can be demanding, given their potential impact on multiple nodes or specific behavior patterns. To address this, an automated 

system like Pip compares the behavior of a distributed system with the assumptions made by programmers. Pip assesses system 

behaviors, classifying them as valid or invalid, grouping them into sets for logical analysis, and presenting the overall behavior 

in various formats. Given that imperfections are present in any complex system, the process of identifying and rectifying errors 

is often considered more of an artistic endeavor than a strictly scientific one. Despite this, no precise or elegant approach has 

yet been devised for this undertaking. The situation becomes more challenging when dealing with distributed environments, as 

this introduces intricacies into the debugging process and leads to the emergence of novel types of glitches. In the realm of 

distributed scenarios, scholars have recently formulated effective strategies for debugging, one such example being event-based 

debugging. This methodology is particularly beneficial for pinpointing issues related to synchronization or communication.  

Moreover, the design of a debugger for networked real-time multimedia systems should encompass certain elements. This type 

of debugging proves valuable in identifying anomalies in synchronization or communication. Furthermore, the debugger should 

incorporate hooks that allow users to employ traditional sequential debugging methods, which focus on the internal logic or 

behavior of processes. For the sequential debugging aspect, a standard debugger like GDB can suffice. The debugger itself 
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consists of three primary components: events, filters, and recognizers. Events represent the lowest level of system activity 

observable by the event debugger. Filters serve the purpose of eliminating events that hold no interest to the programmer from 

the stream of events generated by the program being debugged. Recognizers, on the other hand, play a role in discerning 

whether the system's behavior is correct or flawed. By combining events at different levels of abstraction, the programmer's 

task is made more manageable. PDSs have emerged as viable solutions for meeting the ever-increasing demand for enhanced 

processing power and improved data handling capabilities. To cater to computationally demanding tasks such as weather 

forecasting and earthquake research, these systems offer a significant boost in computational performance. Creating a PDS, 

however, is a formidable and intricate task that involves a multitude of challenges. These challenges encompass a range of 

issues including resource allocation, network efficiency, security, system diversity, fault tolerance, adaptability, scalability, 

concurrency, and transparency. In essence, the development of a PDS requires tackling a set of intricate hurdles that are distinct 

to distributed architecture and parallel execution models, challenges that are absent in the context of sequential execution 

models and centralized architectures [3]. A collection of communication objectives constitutes a distributed computing 

framework. Throughout this investigation, we will exclusively denote the software as "cooperative processors engaged in 

distributed computing and operating within a unified goal." This term, "distributed computing framework," pertains to either 

the system software or the hardware components. In the realm of hardware, key terms include debugging of distributed 

deployment, debugging from foundational stages, traceability, and a two-step debugging approach. the communication system 

in its entirety, along with the communication setup. The software constitutes a collection of applications that operate on 

processors. To establish the shared system, these applications operate as a unified entity. A network of communication 

objectives forms the basis of a distributed computing system. Within this study, we will simply denote the collection as 

"distributed computing and collaborating processors functioning as a working system" [4]. All the utilities within the Net 

Logger Toolkit adhere to a uniform log structure and depend on properly synchronized and precise system clocks. This toolkit 

comprises three core components: a collection of utilities designed for the compilation and systematic arrangement of log 

documents, a utility intended for the graphical representation and examination of these log files, and an API as well as a function 

library aimed at simplifying the process of generating event logs at the application level. [5] Software debugging entails the 

procedure of pinpointing the underlying reasons behind glitches in a software system and suggesting potential solutions for 

correction. Because of the scarcity of suitable techniques for debugging intricate software and the complications stemming 

from the distinct attributes of distributed systems, the process of debugging software systems that are distributed in nature 

becomes intricate and demanding [Enslow 1978]. Such challenges encompass the inability to reach system components not 

currently running on the local setup, possession of only incomplete or inaccurate status details, and the time gap between 

sending requests and receiving responses. [6]. The PVM system serves as a programming environment designed to develop 

and execute highly parallel or simultaneous programs consisting of numerous interconnected yet distinct modules. It's intended 

for utilization with a collection of diverse computing units linked through one or multiple networks. Participating processors 

can encompass scalar machines, multiprocessors, or dedicated-purpose computers. This setup permits the components of 

applications to operate on the most appropriate algorithm-suited architecture. The fundamental framework makes it possible to 

run programs within a virtual computing environment that accommodates various parallel computation approaches. Meanwhile, 

PVM provides an uncomplicated and universal interface that permits the depiction of numerous algorithm types and how they 

interact with each other. PVM can be adjusted to different hardware setups, incorporates features for running application 

components concurrently, sequentially, or conditionally, and incorporates specialized techniques for identifying and rectifying 

errors [7]. An intricate programming environment known as GRADE is in development with the aim of providing advanced 

graphical assistance for the creation of programs based on PVM (Parallel Virtual Machine). Currently, GRADE supplies tools 

that enable the creation, execution, debugging, monitoring, and visualization of parallel programs that utilize message-passing 

techniques. It introduces a fresh graphical language called GRAPNEL and establishes a framework that abstracts high-level 

graphical programming, facilitating the construction of parallel applications. Throughout the stages of program development 

and debugging, GRADE maintains a consistent graphical user interface for programmers. When dealing with distributed 

memory computer systems, a distributed debugging engine (DDBG) is available within GRADE to assist users in debugging 

GRAPNEL programs. Furthermore, the performance tracking and visualization aspects of parallel programs developed within 

the GRADE environment are supported by Tape/PVM and PROVE. [8] Crafting accurate distributed systems code can prove 

to be a daunting task, particularly for novice programmers. Mistakes are nearly inevitable owing to the inherent a synchronicity 

and the need for robustness against faults. Though industrial-strength testing and model verification have shown success in 

pinpointing flaws, they come with a cost that surpasses what students can invest in terms of time and energy. With the aim of 

aiding students in swiftly identifying and rectifying issues in near real-time, we have developed an efficient model verification 

framework along with a visual debugger designed for distributed systems, specifically addressing this challenge. To enhance 

the process of detecting errors in student code implementations, we have identified two distinct strategies to narrow down the 

exploration of the search state space. Drawing from our experiences in utilizing these tools, we have guided over 200 students 

in constructing a dependable, fault-tolerant key-value store that dynamically shards data.[9] Debugging distributed systems can 

be a challenging task. Despite the potential for gradual debugging to reveal some issues during the development phase, it's 
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often difficult for developers to comprehensively test their systems prior to actual deployment in real-world scenarios. The 

debugging process involves several steps: (i) pinpointing a bug, (ii) collecting the necessary system state for analysis, and (iii) 

sifting through the collected information to identify the underlying cause. Real-world deployment exposes a system to authentic 

conditions. In this article, we present Mace ODB, an innovative debugging tool designed for distributed systems, which 

provides valuable assistance to programmers in this complex endeavor. In their system, developers define a collection of 

operational characteristics, and Macedo assesses these characteristics while the program is running to detect any breaches. 

Whenever Macedo detects a breach, it provides the necessary information for developers to comprehend its origins. Through 

the utilization of Macedo, we successfully pinpointed several significant vulnerabilities in well-established distributed systems. 

This article delves into two of these issues. Performance assessments indicate that this approach minimally affects system 

performance and is well-suited for real-time debugging of systems already in operation [10]. VERDI is a visual platform 

designed for the development, experimentation, and analysis of distributed systems. Within VERDI, designers have the ability 

to construct a visual model depicting a collection of asynchronous processes and procedures. This is facilitated by VERDI's 

graphical tools and integrated language editors. The resulting representation can range from a basic implementation to a highly 

abstract depiction, encompassing a spectrum of possibilities in between. Central to the representation are the design's structures 

governing control and communication. To evaluate the design's efficacy and functionality, designers can employ VERDI to 

execute the project. Additionally, the designer can engage in interactive debugging by utilizing the optional feature of animation 

for execution. This paper comprehensively explores the graphical language, editing, and animation functionalities offered by 

VERDI. [11] Given the considerable challenges presented by cloud computing, software developers are seeking robust and 

innovative resources. This encompasses exploring novel programming languages, application frameworks, software packages, 

visualization platforms, and other utilities. Regardless of the specific route taken, the fundamental core of all these 

developmental endeavors is comprehending the software's structure and functionality. This paper revolves around an 

unconventional approach to software comprehension by delving into the possibility of a programmer unfamiliar with a 

particular distributed computing setup gaining a reasonable comprehension of its operations without direct code examination. 

We believe that to generate truly innovative methods for comprehending programs, individuals should welcome this manner 

of thought. Once this perspective is adopted, it becomes necessary to view the implementation of a distributed computation as 

a subject of empirical research that is open to active exploration [12]. Distributed systems have the capacity to enhance 

reliability by leveraging built-in redundancy, enhance performance by harnessing parallel processing, and optimize resource 

utilization through resource sharing, among other recognized benefits. Nevertheless, the absence of appropriate monitoring and 

measurement utilities has posed challenges in effectively observing the operational patterns and computational efficiency 

attributes of distributed systems. The intricacy of computer systems and their typical lack of design for monitoring constitute 

the primary hurdles in the broader evaluation of computer systems. The inherent absence of centralized control, precise global 

time, and accurate global state in distributed systems contributes significantly to the elevated complexity of the situation. 

[Reference 13] Software debugging entails users of debugging tools constructing representations of specific elements of 

program execution. These representations faithfully depict the functioning of the system under analysis. In order to identify 

significant deviations, these depictions of real system behavior are juxtaposed against projected behavior models that are upheld 

by system users and creators. Through the process of generating and contrasting these models, the deficiencies in the system 

become evident. Consequently, recommendations for corrections or further investigation are proposed (Source: [14]). 

2. MATERIALS & METHODS 

2.1 Federated Array of Bricks: "Federated Array of Bricks" refers to a computing architecture where multiple individual 

hardware components or units, often referred to as "bricks," are combined into a cohesive system through a federated approach. 

Each "brick" typically consists of its own processing power, memory, and storage resources. The term "federated" indicates that 

these individual units work together as a unified whole, often through networking and coordination mechanisms. This 

architecture is often used in distributed computing or storage systems, where the individual bricks can be geographically 

dispersed but still collaborate to perform tasks or store data. The federated approach allows for scalability, fault tolerance, and 

efficient resource utilization since tasks can be distributed across the various bricks in the system. 

2.2 Split stream": generally, refers to a process or situation where something is divided or separated into multiple streams or 

paths. It can be used in various contexts, such as technology, business, and even natural processes. Here are a few examples to 

help clarify the concept: Video Streaming: In the context of video streaming, "split stream" could refer to the distribution of a 

single video feed into multiple streams. This might be done to cater to different devices or platforms, providing varying levels 

of quality based on the capabilities of each device. Data Processing: In data processing, "split stream" could involve dividing a 

data flow into different paths for parallel processing. This can help in optimizing computational tasks and speeding up data 

analysis. Business Strategy: In business, "split stream" might refer to dividing resources, efforts, or marketing strategies into 

different directions or target audiences. For example, a company might split its marketing efforts into two streams, each targeting 

a different demographic. Fluid Dynamics: In fluid dynamics, "split stream" could refer to the division of a fluid flow into multiple 
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channels or directions. This might occur in natural processes like river deltas, where water is split into various streams as it flows 

into the sea. In essence, "split stream" signifies the separation or division of a single flow or entity into multiple streams or paths, 

often for the purpose of optimization, diversification, or accommodating different requirements. The exact meaning will depend 

on the context in which it's used. 

2.3 Bullet: Illustrates a third-generation framework for dispersing materials, where Bullet establishes a network mesh by 

enabling individual nodes involved in downloading to select multiple peers. This stands in contrast to overlay multicast 

protocols. This framework allows for the transmission and reception of data. Peers share inventories of the blocks they have 

received sequentially. In this process, a node can choose to either proactively send a list of accessible blocks to its peers or await 

a request from another node for such a list (pull). These inventories are transmitted as incremental updates, encompassing only 

the alterations that have occurred between the two nodes since the previous transmission. 

2.4 Ran Sub: Acts as a foundational element for more intricate protocols. Constructs a hierarchical arrangement akin to a tree, 

furnishing each node with information regarding an entirely random portion of the remaining nodes within that tree. Sub's 

functioning entails two communication stages—distribution and collection. In the distribution phase, commencing from the root, 

every node imparts information about a randomly chosen subset to its corresponding offspring nodes. Beginning with the lowest-

level nodes, each node conveys a concise update on its current state to its immediate parent node in the data collection stage. It's 

important to highlight that internal nodes only transmit their summarized message after receiving input from all of their offspring 

nodes. A total of 100 hosts took part in the 5-minute trial, which was conducted as a component of our assessments for the 

RanSub project. 

2.5 Incident Resolution Time:" refers to the duration it takes to successfully resolve or address an incident or problem. This 

metric is used to measure the efficiency and effectiveness of a process or system in resolving issues that may arise in various 

contexts, such as customer support, technical troubleshooting, or project management. The shorter the incident resolution time, 

the more quickly and efficiently the problem has been resolved. 

2.6"Lines of code recognizers": refers to tools or techniques that are designed to identify, count, or analyze the number of lines 

of code within a software program. These tools can assist in assessing the size and complexity of a codebase, which can be 

useful for various purposes such as project management, code optimization, and estimating development effort. 

2.7"Recognizers":  typically refers to devices, software, or systems that are capable of identifying or detecting specific patterns, 

objects, signals, or elements within a given context. These systems are designed to recognize and interpret data or inputs to 

provide relevant information or trigger appropriate responses. Recognizers can be used in various fields such as image 

recognition, speech recognition, handwriting recognition, and more, depending on the specific domain and application. 

2.8"Lines of annotations": typically refers to explanatory or additional notes that are added to a text, document, or piece of 

writing. These annotations are usually placed alongside specific lines or sections of the original content and provide explanations, 

clarifications, insights, or references that help the reader better understand the material. Annotations can also include comments, 

criticisms, or analyses that contribute to a deeper comprehension of the text's meaning, context, or significance. 

2.9"Number of hosts:" refers to the quantity or count of individuals, devices, or entities that are part of a network or system. 

It represents the total number of nodes or endpoints that are connected and active within a particular network environment. This 

term is commonly used in the context of computer networks and information technology to describe the extent of connectivity 

within a network. 

3. WASPAS 

The extended WASPAS approach is a brand-new integrated methodology that the researchers present in their work and is based 

on the WASPAS technique. It may be used to address MCDM problems, including interval type-2 sets of fuzzy values [15]. 

The time and attendance software issue for the system choice issue for the private hospital is addressed in this research using a 

combination of the CRITIC and WASPAS approaches. Simple mathematical application steps are required for both techniques. 

Various parameters for the WASPAS technique result in the identical ranking of the alternatives in this investigation. With 

different selection issues, the influence of different values may be observed [16]. The present research revisits the notion of 

rating correctness in the WASPAS tackle and re-derives the essential equations. It has been discovered that derivatives cannot 

be reliably calculated when the anticipated variation of the WPM is being used. Consequently, a modified equation is suggested, 

and the outcomes are supported by two examples. For the purpose of to assist practitioners in calculating estimated variances 

and selecting the perfect parameter, programmes for computers are also supplied [17]. We have created an additional extension 

of the classic WASPAS system within the MCDM framework. The single-valued neutrosophic collection's conceptual 

framework is used in the new extension that is being suggested, called WASPAS-SVNS. It has been performed in order to 

contrast the outcomes of other MCDM techniques. According to the calculations, Vilnius' Gariunai District is the best location 

for the plant to be built in order to burn non-hazardous garbage. Based on the findings, it can be said that this area is appropriate 

for the execution of the project to build a waste incinerator plant [18]. Numerous MCDM approaches have been enhanced for 

IVIFSs as as a consequence of rent areas. This research develops a novel WASPAS method-based approach under IVIFSs. The 
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developed technique is based on the IVIFS operators, some modifications to the conventional WASPAS method, and an 

innovative method for calculating the weights of the decision experts and the criteria. For the purpose to arrive at accurate 

weights, novel techniques have been suggested to calculate the weights of the choices made by experts and criterion using 

interval-valued intuitionistic fuzzy data values (entropy, divergence, and similarity measures)[19].To assess the alternatives, a 

suggested solution technique and a weighting calculation of the criteria established within the parameters of the suggested 

model were produced[20].Owing to the WASPAS findings, the best means of promoting and pursuing Iran's industrial planning 

for the future is to take advantage of nanotechnology in both health and healthcare[21].The performance of TSPs is compared 

in the current study using the intuitively fuzzy weighted aggregate sum evaluation (IF-WASPAS) method. The IF-WASPAS 

method integrates the "weighted sum (WSM)" and product model (WPM) for processes of decision-making, as well as 

linguistic uncertainty in MCDM. Furthermore, the objective weights obtained using the similarity measurement method will 

be added to the personalized weights stated by the professionals in order to determine criterion weights [22]. The station 

choosing problem for gas stations is examined applying the newly proposed spherical fuzzy AHP-integrated spherical 

WASPAS method [23]. 

4. RESULT AND DISCUSSION 

TABLE 1. Graphical interactive is debugging for distributed systems 

  system 

Lines of 

code 

recogniers Recognizers 

Lines of 

annotations 

Number of 

hosts 

FAB 124020 15 28 4 

SplitStream 2435 20 9 100 

Bullet 2450 1 23 100 

RanSub 1700 8 35 100 

Incident Resolution Time 1500 5 38 100 

 

Table 1 presented table offers insights into several distinct distributed systems and their attributes pertaining to graphical 

interactive debugging. Focusing on key parameters, each system's effectiveness and complexity in debugging become apparent. 

For instance, the "Lines of Code Recognizers" metric indicates the extent of code segments dedicated to recognizing specific 

elements within the systems. The "Recognizers" count highlights the number of distinct algorithms or components employed 

for identification purposes. Additionally, the "Lines of Annotations" metric underscores the emphasis on explanatory comments 

or notes within the codebase, enhancing comprehensibility. Notably, the "Number of Hosts" statistic signifies the scale of each 

distributed system, revealing the extent of its distribution across different nodes. Altogether, this data-rich tableau paints a 

picture of how these systems are structured for debugging in distributed environments. If there are specific inquiries about the 

implications of this information, further exploration is encouraged. 
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FIGURE 1. Graphical interactive is debugging for distributed systems 

Figure 1 illustrates how the Graphical interactive is debugging for distributed systems are done.  

  TABLE 2. Performance value 

Performance value 

1.00000 0.75000 0.32143 1.00000 

0.01963 1.00000 1.00000 0.04000 

0.01975 0.05000 0.39130 0.04000 

0.01371 0.40000 0.25714 0.04000 

0.01209 0.25000 0.23684 0.04000 

 

Table 2 shows the performance value for weighted sum method  
 

TABLE 3. Weight Matrix 

   Weight 

0.25 0.25 0.25 0.25 

0.25 0.25 0.25 0.25 

0.25 0.25 0.25 0.25 

0.25 0.25 0.25 0.25 

0.25 0.25 0.25 0.25 

 

Table 3 shows the weight matrix which is taken as same for all the systems 

TABLE 4. Weighted normalized decision matrix by WSM 

 Weighted normalized decision matrix 

0.25000 0.18750 0.08036 0.25000 

0.00491 0.25000 0.25000 0.01000 

0.00494 0.01250 0.09783 0.01000 

0.00343 0.10000 0.06429 0.01000 

0.00302 0.06250 0.05921 0.01000 

 

Table 4 shows the weight normalized decision matrix for the four types of the alternate parameters and five of the evaluation 

parameters. It is done using the weight sum method  

  TABLE 5. Weight Normalized Decision Matrix by WPM 

 Weighted normalized decision matrix 

0.98268 0.93014 0.95846 0.94507 
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0.96681 0.93582 0.92440 0.89593 

0.92195 0.90051 0.95821 0.93414 

0.91311 0.91080 1.00000 1.00000 

1.00000 1.00000 0.96850 0.98233 

 

Table 5 shows the weight normalized decision matrix for the five types of the alternate parameters and four of the evaluation 

parameters. It is done using the weight product method  

 

TABLE 6. Preference Score 

 

 Preference Score 

Wsm 

Preference Score 

Wpm 

0.76786 0.82794 

0.51491 0.74932 

0.12526 0.74314 

0.17771 0.83166 

0.13473 0.95139 

 

Table 6 shows the Preference Score for five types of systems. The score is evaluated using two methods i) Weight Sum method 

ii) Weight Product method.  

 

FIGURE 2. preference score  

Figure 3 illustrates the preference score for the alternatives using weight sum and weight product method  

 

TABLE 7. WASPAS Coefficient 

 System 

WASPAS 

Coefficient 

FAB 0.79790 

SplitStream 0.63211 

Bullet 0.43420 

RanSub 0.50469 

Incident 

Resolution Time 0.54306 
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Table 7 shows the WASPAS Coefficient for the Alternatives used here.  

 

FIGURE 3. WASPAS Coefficient  

TABLE 8. Rank 

         System Rank 

FAB 1 

SplitStream 2 

Bullet 5 

RanSub 4 

Incident Resolution Time 3 

 

 Table 8 shows the Rank for the five types of alternatives used in this research 

         

 FIGURE 4. Rank for the Graphical interactive is debugging for distributed systems   

 

Figure 5 illustrates the rank for the Graphical interactive is debugging for distributed systems. Here the “FAB” is in the 1st 
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rank, Split Stream is in the 2nd rank, Incident Resolution Time is in the 3rd rank, Ran Sub is in the 4th rank, Bullet is in the 5th 

rank.  

5. CONCLUSION 
 

Concluding the concept of "graphical interactive debugging for distributed systems," it can be inferred that this approach offers 

a visual and interactive method to diagnose and rectify issues within distributed systems. By utilizing graphical representations 

of system components, communication pathways, and data flows, developers gain a better understanding of the system's 

behavior. This assists in identifying bottlenecks, failures, and performance problems that might not be immediately evident 

through traditional debugging methods. The interactive aspect allows real-time manipulation and observation of system 

elements, aiding in pinpointing the root causes of problems and improving the overall efficiency and reliability of distributed 

systems. Graphical interactive debugging for distributed systems is a valuable approach to simplify the otherwise complex 

process of debugging such systems. These tools offer visual insights into the interactions and behaviors of components, helping 

developers diagnose problems efficiently. However, it's important to note that while these tools can be highly effective, they 

are not a one-size-fits-all solution. Distributed systems debugging remains challenging due to factors like network latency, 

asynchrony, and the sheer complexity of interactions. Therefore, while graphical interactive debugging can greatly assist in the 

process, it's still essential for developers to have a strong understanding of distributed systems concepts and debugging 

techniques to effectively resolve issues in these complex environments. 
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