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Abstract: The goal is to decrease both the likelihood and impact of unexpected events, ensuring stability and
success. An effective risk management process follows a series of structured steps: identifying risks, assessing
their potential impact, ranking them in order of importance, and applying strategies to minimize or avoid
them. These strategies may include transferring risks through insurance, mitigating them with preventive
actions, or accepting them when they are inevitable. By addressing risks proactively, organizations can
safeguard resources, enhance decision-making, and build resilience against uncertainty, promoting long-term
sustainability and growth. Research significance: Risk management plays a vital role in helping organizations
detect, evaluate, and prioritize potential risks, reducing the impact of unforeseen events. A strong risk
management strategy supports business continuity, improves decision-making, and protects assets by tackling
uncertainties head-on. It helps organizations remain stable, comply with regulations, and preserve their
reputation. By anticipating risks, companies can manage resources more effectively, limit financial losses, and
approach opportunities with greater confidence. In fast-evolving environments, risk management enhances
resilience, promoting sustainable growth and long-term success. It also strengthens stakeholder confidence,
showing a dedication to responsible governance and strategic planning. Methodology: This approach usually
involves several key steps: identifying risks (using methods like brainstorming and SWOT analysis), assessing
them (by considering their probability and potential impact), mitigating risks (by creating strategies to
manage them), and monitoring (by keeping an eye on risk factors over time). Strategies for handling risks can
include avoiding, mitigating, sharing, or accepting them. Clear communication and regular updates are
essential to ensure that the risk management plan evolves with new challenges, allowing the organization to
meet its goals while minimizing possible adverse effects. Alternative: Risk Shield, Secure Guard, Safe Net,
Protec Sure, Guard Maste. Evaluation preference: Implementation Cost, Maintenance Cost, System
Downtime, Complexity of Use. Results: Protec Sure is getting first place of the table and Guard Master is
getting last place of the table
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1. INTRODUCTION

It is a structured approach designed to reduce uncertainties and prevent adverse outcomes by anticipating and
preparing for potential risks. Risk management applies across various industries, including finance, healthcare,
construction, manufacturing, and IT. This process not only supports the efficient operation of an organization but
also enhances resilience in dynamic environments, helping businesses achieve their strategic goals.[1] Risk
management starts with a clear understanding of what constitutes a risk. Generally, a risk is the chance Of an
adverse event that might impede an organization’s capacity to achieve its objectives. These events might arise from
internal or external sources and can have a range of effects, including financial losses, damage to reputation,
operational interruptions, or legal consequences.[2] Risk management requires making well-informed decisions
based on the probability and potential consequences of risks. Effective strategies allow organizations to identify
risks early, prioritize them, and take the necessary actions to either reduce or eliminate them. These strategies are
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typically aligned with the organization's broader goals and objectives, ensuring that risk management supports long-
term success rather than obstructing progress.[3] Risk management is an ongoing and evolving process that involves
several crucial steps, each of which must be systematically followed to ensure the organization is well-prepared to
handle and reduce risks. The key steps in the risk management process include.[4] This assessment helps prioritize
risks according to their severity and probability, ensuring that resources are directed where they are most needed.
Risk assessment typically uses a mix of qualitative and quantitative approaches, including tools like risk matrices,
statistical analysis, and scenario planning.[5] Once risks are assessed, organizations must evaluate their overall
impact on the business. This evaluation helps identify which risks need urgent action and which can be observed
over time. It also involves determining whether the current level of risk is acceptable or if additional mitigation
measures are necessary.[6] By identifying, assessing, and addressing risks, businesses can navigate uncertainties and
protect themselves from potential harm. Whether it’s financial instability, operational challenges, legal compliance,
or cyber security threats, managing risks helps businesses stay ahead of potential setbacks.[7] In a world marked by
constant change, organizations that embrace risk management as a fundamental part of their operations Can
strengthen their resilience, optimize decision-making, and secure long-term success.[8]

2. MATERIAL AND METHOD

Alternative:

1. Risk Shield: Risk Shield is a security solution designed to protect organizations from potential threats,
including financial, operational, and cyber security risks. It offers a comprehensive approach to identifying,
mitigating, and managing various risks.

2. Secure Guard: Secure Guard is a risk management solution focused on safeguarding businesses from
cyber threats, operational disruptions, and compliance risks. It provides advanced protection and
monitoring tools to ensure organizational security and continuity.

3. Safe Net: Safe Net is a robust security system designed to protect organizations from cyber security threats,
data breaches, and operational risks. It offers real-time monitoring and proactive solutions to ensure
business continuity and safety.

4. Protec Sure: ProtecSure is a comprehensive risk management system designed to enhance security by
preventing operational disruptions, ensuring regulatory compliance, and mitigating financial risks. It
provides robust protection and proactive monitoring for businesses.

5. Guard Master: Guard Master is a comprehensive security system designed to protect organizations from
diverse risks, including cyber security threats, operational failures, and compliance issues, offering
advanced monitoring, risk mitigation, and management solutions.

Evaluation preference:

1. Implementation Cost: Implementation Cost refers to the initial expenses required to set up a system or
solution, excluding any direct benefits. It includes installation, setup, training, and integration costs.

2. Maintenance Cost: Maintenance cost refers to the ongoing expenses required to keep systems, equipment,
or infrastructure running smoothly. This includes repair, upgrades, and routine servicing to ensure optimal
performance and prevent downtime.

3. System Downtime: System downtime refers to periods when a system or service is unavailable due to
failures, maintenance, or outages. It disrupts operations, leading to productivity loss and potential financial
or reputational damage.

4. Complexity of Use: Complexity of Use refers to how difficult or user-friendly a system, product, or
service is to operate. Higher complexity may require more training, while simpler systems are easier for
users to manage.

WASPAS method: In decision-making processes, particularly in complex environments such as project
management, resource allocation, and strategic planning, decision-makers often face multiple criteria that must be
considered simultaneously. Traditional methods like WSM and WPM have their strengths but also limitations.
WSM treats all criteria linearly and assumes independence among them, while WPM can sometimes be less intuitive
for some decision-makers. The WASPAS method was developed to leverage the advantages of both approaches
while mitigating their drawbacks. In MCDM problems, alternatives are assessed based on various criteria, each of
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which may have different units of measurement and varying levels of importance. The WASPAS method facilitates
this by assigning weights to each criterion, allowing for a more nuanced evaluation of alternatives. WASPAS has
been successfully applied in various domains, such as project selection, supplier evaluation, environmental impact
assessment, and resource allocation. Its adaptability to different contexts makes it a valuable tool for decision-
makers facing complex scenarios with multiple competing criteria. In summary, the WASPAS method offers a
systematic approach to multi-criteria decision-making, blending the strengths of both additive and multiplicative
methods. By carefully weighing criteria and evaluating alternatives, it enables informed and effective decision-
making across various fields. Its versatility makes it applicable across various fields, enabling decision-makers to
make informed choices that consider both quantitative and qualitative factors. However, users should remain
mindful of the method's limitations and strive for careful implementation to achieve optimal results.

3. RESULT AND DISCUSSION

TABLE 1. Risk Management

Implementation | Maintenance | System Complexity
Cost Cost Downtime | of Use
Risk Shield 150 30 12 5
Secure Guard 180 25 15 6
Safe Net 120 35 10 4
ProtecSure 200 40 8 6
Guard Master 140 28 20 7

The table shows the non-benefit costs and attributes of five security systems. Implementation Cost refers to the
initial setup cost, Maintenance Cost is the ongoing expense to keep the system running, System Downtime
represents the time the system is unavailable due to issues, and Complexity of Use indicates how difficult the system
is to operate. For example, Risk Shield has the highest implementation cost (150), a moderate maintenance cost (30),
a low downtime (12), and a relatively low complexity of use (5). Safe Net has the lowest implementation cost (120)
but higher maintenance cost (35) and simpler operation (4).
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FIGURE 1. Risk Management

The bar chart shows the non-benefit costs and attributes of five security systems. Implementation Cost refers to the
initial setup cost, Maintenance Cost is the ongoing expense to keep the system running, System Downtime
represents the time the system is unavailable due to issues, and Complexity of Use indicates how difficult the system
is to operate. For example, Risk Shield has the highest implementation cost (150), a moderate maintenance cost (30),
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a low downtime (12), and a relatively low complexity of use (5). Safe Net has the lowest implementation cost (120)
but higher maintenance cost (35) and simpler operation (4).

TABLE 2. Performance value

Performance value
Risk Shield 0.75000 0.75000 0.66667 0.80000
Secure Guard 0.90000 0.62500 0.53333 0.66667
Safe Net 0.60000 0.87500 0.80000 1.00000
Protec Sure 1.00000 1.00000 1.00000 0.66667
Guard Master 0.70000 0.70000 0.40000 0.57143

The performance value table assesses five security products Risk Shield, Secure Guard, Safe Net, ProtecSure, and
Guard Master across four criteria, with scores ranging from 0 to 1. ProtecSure excels with top scores of 1.000 in the
first three criteria, indicating strong and consistent performance. Safe Net also performs well, especially in the fourth
criterion, scoring 1.000. Risk Shield shows balanced scores, with a high of 0.800 in the fourth criterion. Secure
Guard’s performance varies, with lower values in some criteria, while Guard Master Scores lower overall,
particularly in the third and fourth criteria, highlighting areas for improvement compared to competitors.
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FIGURE 2. Performance value

The performance value table assesses five security products Risk Shield, Secure Guard, Safe Net, ProtecSure, and
Guard Master across four criteria, with scores ranging from 0 to 1. ProtecSure excels with top scores of 1.000 in the
first three criteria, indicating strong and consistent performance. Safe Net also performs well, especially in the fourth
criterion, scoring 1.000. Risk Shield shows balanced scores, with a high of 0.800 in the fourth criterion. Secure
Guard’s performance varies, with lower values in some criteria, while Guard Master Scores lower overall,
particularly in the third and fourth criteria, highlighting areas for improvement compared to competitors.
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TABLE 3. Weight

Weight
Risk Shield 0.25 0.25 0.25 0.25
Secure Guard 0.25 0.25 0.25 0.25
Safe Net 0.25 0.25 0.25 0.25
ProtecSure 0.25 0.25 0.25 0.25
Guard Master 0.25 0.25 0.25 0.25

In this weighted decision matrix, each criterion is given equal importance, with a uniform weight of 0.25 for all
products Risk Shield, Secure Guard, Safe Net, ProtecSure, and Guard Master. This implies that no single criterion is
prioritized over others, and each aspect contributes equally to the overall evaluation of the products. The consistent
weighting suggests a balanced approach, ensuring that each product is judged fairly without bias toward any
particular factor. This method emphasizes a holistic assessment, where the performance in any single category has
an equal impact on the final decision or comparison among the security products.

TABLE 4. Weighted normalized decision matrix

Weighted normalized decision matrix
Risk Shield 0.18750 0.18750 0.16667 0.20000
Secure Guard 0.22500 0.15625 0.13333 0.16667
Safe Net 0.15000 0.21875 0.20000 0.25000
ProtecSure 0.25000 0.25000 0.25000 0.16667
Guard Master 0.17500 0.17500 0.10000 0.14286

The weighted normalized decision matrix evaluates five security products Risk Shield, Secure Guard, Safe Net,
ProtecSure, and Guard Master based on four criteria, using a normalized scale. ProtecSure scores the highest overall,
achieving 0.250 across three criteria, indicating consistently strong performance. Safe Net also performs well,
particularly excelling in the fourth criterion with a score of 0.250. Risk Shield and Secure Guard show moderate
performance, with values generally between 0.13333 and 0.22500. Guard Master scores lower, especially in the
third and fourth criteria, with the lowest score of 0.100, indicating areas for improvement compared to its
competitors.
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FIGURE 3. Weighted normalized decision matrix

The weighted normalized decision matrix evaluates five security products Risk Shield, Secure Guard, Safe Net,
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ProtecSure, and Guard Master based on four criteria, using a normalized scale. ProtecSure scores the highest overall,
achieving 0.250 across three criteria, indicating consistently strong performance. Safe Net also performs well,
particularly excelling in the fourth criterion with a score of 0.250. Risk Shield and Secure Guard show moderate
performance, with values generally between 0.13333 and 0.22500. Guard Master Scores lower, especially in the
third and fourth criteria, with the lowest score of 0.100, indicating areas for improvement compared to its
competitors.

TABLE 5. Weighted normalized decision matrix

Weighted normalized decision matrix
Risk Shield 0.93060 0.93060 0.90360 0.94574
Secure Guard 0.97400 0.88914 0.85457 0.90360
Safe Net 0.88011 0.96717 0.94574 1.00000
ProtecSure 1.00000 1.00000 1.00000 0.90360
Guard Master 0.91469 0.91469 0.79527 0.86944

The weighted normalized decision matrix provides a comparative analysis of five security products Risk Shield,
Secure Guard, Safe Net, ProtecSure, and Guard Master across four criteria. ProtecSure performs best, scoring a
perfect 1.000 across the first three criteria, indicating top performance relative to other options. Safe Net also scores
well, with a peak value of 1.000 in the final criterion and consistently high scores in the others. Risk Shield and
Guard Master have similar performance, with scores generally in the 0.9 range. Secure Guard shows variability,
performing well in some criteria but less consistently across the board, with scores ranging from 0.85457 to 0.97400.
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FIGURE 4. Weighted normalized decision matrix

The weighted normalized decision matrix provides a comparative analysis of five security products Risk Shield,
Secure Guard, Safe Net, ProtecSure, and Guard Master across four criteria. ProtecSure performs best, scoring a
perfect 1.000 across the first three criteria, indicating top performance relative to other options. Safe Net also scores
well, with a peak value of 1.000 in the final criterion and consistently high scores in the others. Risk Shield and
Guard Master have similar performance, with scores generally in the 0.9 range. Secure Guard shows variability,
performing well in some criteria but less consistently across the board, with scores ranging from 0.85457 to 0.97400.
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TABLE 6. Preference Score

Preference | Preference Score
Score
lambda

Risk Shield 0.74167 0.74008 0.5
Secure Guard 0.68125 0.66874
Safe Net 0.81875 0.80503
ProtecSure 0.91667 0.90360
Guard Master 0.59286 0.57850

The data compares "Preference Score" and "Preference Score lambda" for five security products. Risk Shield has a
"Preference Score" of 0.74167 and a slightly lower lambda score of 0.74008. Secure Guard scores 0.68125, with a
slightly lower lambda of 0.66874. Safe Net has a higher "Preference Score" of 0.81875, with a lambda of 0.80503.
ProtecSure leads with the highest "Preference Score" of 0.91667 and a lambda of 0.90360. Guard Master ranks
lowest, with a "Preference Score" of 0.59286 and a lambda of 0.57850. Only Risk Shield has a lambda value of 0.5,
indicating a unique reference point.
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FIGURE 5. Preference Score

The chart compares the "Preference Score" for five security products: Risk Shield, Secure Guard, Safe Net,
ProtecSure, and Guard Master. Three different data series are present, indicated by colors: blue (Preference Score),
red (Preference Score), and green (Preference Score lambda). The scores are plotted on a scale from 0.0 to 1.0,
indicating how each product performs relative to user preferences. ProtecSure has the highest score, while Guard
Master is the lowest among them. The overlapping scores suggest potential redundancy or a need to clarify the
distinction between "Preference Score™ and "Preference Score lambda.” The axis labels are rotated for easier
readability.
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TABLE 7. WASPAS Coefficient

WASPAS Coefficient
Risk Shield 0.74087
Secure Guard 0.67500
Safe Net 0.81189
ProtecSure 0.91013
Guard Master 0.58568

The WASPAS coefficients measure the performance of five options, with higher values indicating better outcomes.
ProtecSure has the highest coefficient of 0.91013, suggesting it is the top-performing option. Safe Net follows with a
coefficient of 0.81189, indicating strong performance as well. Risk Shield has a moderate coefficient of 0.74087,
while Secure Guard is slightly lower at 0.67500. Guard Master has the lowest coefficient at 0.58568, implying it is
the weakest performer. These coefficients, derived from the WASPAS method, combine weighted sum and product
approaches to assess and rank options, highlighting ProtecSure as the best and Guard Master as the least favorable
choice.

WASPAS Coefficient

m RiskShield

m SecureGuard
SafeNet

m ProtecSure

= GuardMaster

FIGURE 6. WASPAS Coefficient

The pie chart titled "WASPAS Coefficient" represents the distribution of coefficients for five options: Risk Shield,
Secure Guard, Safe Net, ProtecSure, and Guard Master. Each section of the pie chart corresponds to one option,
indicating its share or influence in the overall analysis based on the WASPAS method (a decision-making approach
combining weighted sum and product methods). The chart's segments are color-coded for easy identification: Risk
Shield in blue, Secure Guard in red, Safe Net in green, ProtecSure in purple, and Guard Master in light blue. The
size of each segment suggests the relative importance or performance of each option according to the WASPAS
coefficient calculation.

TABLE 8. RANK

RANK
Risk Shield 3
Secure Guard 4
Safe Net 2
ProtecSure 1
Guard Master 5
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The ranking data compares five products based on their performance, with lower numbers indicating better ranks.
ProtecSure holds the top position with a rank of 1, indicating the best performance among the options. Safe Net
follows with a rank of 2, making it the second-best. Risk Shield is in the middle with a rank of 3, while Secure
Guard is slightly lower at 4. Guard Master has the lowest rank of 5, suggesting it performed the least favorably. This
ranking allows for a quick comparison, highlighting ProtecSure and Safe Net as the top performers and Guard
Master as the weakest.

RANK

3 = RANK
2

1 I H

O T T T T

RiskShield SecureGuard SafeNet ProtecSure GuardMaster
FIGURE 7. RANK

The bar chart titled "RANK" illustrates the rankings of five different products or services: Risk Shield, Secure
Guard, Safe Net, ProtecSure, and Guard Master. The ranking scale appears to go from 1 (highest or best rank) to 5
(lowest or worst rank). Risk Shield is ranked at 3, Secure Guard at 4, Safe Net at 2, ProtecSure at 1, and Guard
Master at 5. ProtecSure holds the best rank (1), while Guard Master has the lowest performance (5). The chart uses a
simple vertical bar format to visualize each product’s rank, allowing for an easy comparison of performance among
the listed options.

4. CONCLUSION

This step is crucial as it helps an organization determine which risks warrant immediate attention and which can be
monitored over time. It also helps in the allocation of resources to address high-priority risks while managing the
less significant ones effectively.[9] Risk mitigation is about finding ways to reduce or eliminate risks, or at least
reduce their impact to an acceptable level. There are several strategies organizations can adopt for this purpose.[10]
Internal communication should be supported by training, awareness programs, and regular updates on risk statuses.
Externally, organizations should ensure that regulatory bodies, investors, and other relevant parties are informed
about the steps taken to manage risks.[11] Risk management is a critical aspect of corporate governance, ensuring
that organizational leaders make informed decisions consistent with the company’s risk tolerance and strategic
goals. By identifying and managing risks, companies can minimize potential disruptions and align their resources
effectively to achieve long-term goals.[12] In strategic planning, risk management helps decision-makers identify
potential pitfalls in their strategies and allows them to develop contingency plans. This ensures that if risks do
materialize, the organization can respond swiftly and effectively, minimizing damage to its reputation and
operations. Financial Management.[13] In the realm of finance, risk management is vital for protecting assets and
ensuring stability. Financial risks, such as market fluctuations, credit risks, and liquidity risks, can significantly
impact the organization’s financial health. Effective risk management tools, such as hedging and diversification, can
help mitigate these risks and protect the bottom line.[14] A robust financial risk management strategy also ensures
compliance with regulations and helps organizations avoid legal and regulatory penalties. By having a clear view of
their risk exposure, financial managers can make informed decisions that maximize value while minimizing
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risk.[15] Project Management: Risk management is crucial in project management, where unforeseen challenges can
delay projects, increase costs, or cause failures. Identifying and managing risks proactively ensures that projects
remain on track, within budget, and meet their objectives. This requires thorough risk assessment at the planning
stage and continual monitoring throughout the project lifecycle.[16] Risks in project management can come from
resource allocation, scheduling, changes in scope, or external factors such as political or environmental issues.
Mitigating these risks early can prevent major disruptions and increase the likelihood of project success.[17]
Operational Risk Management: Operational risks, including equipment failures, supply chain disruptions, and
human errors, are significant concerns for many organizations.[18] The goal of operational risk management is to
identify potential weaknesses in processes and systems and put in place controls that ensure operations run
smoothly. This includes regular audits, the implementation of quality control measures, and the use of technology to
track and manage operational risks.[19] Operational risks are often difficult to predict but can have immediate and
severe consequences. Therefore, organizations must be proactive in developing response plans and maintaining
operational resilience.[20] Crisis and Emergency Management In the face of a crisis, effective risk management can
mean the difference between survival and failure. Crisis management involves preparing for unexpected events like
natural disasters, cyber-attacks, or other major disruptions. Risk management in this context focuses on ensuring that
organizations have the necessary resources, plans, and trained personnel to respond to crises quickly and
efficiently.[21]
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