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Abstract: The loT-Based Smart Anti-Thefi Security System is an advanced security solution designed to
project homes and valuable assets using real-time monitoring and instant alerts.This report presents an
integrated security and remote control system built around the ESP32-CAM module. The system combines
real-time video streaming, motion detection via a PIR sensor, automated image capture, and email alert
functionality, all managed through a web-based interface. Key hardware components—including the
ESP32-CAM, PIR sensor; relay, and LED flash—work in tandem with a modular firmware designed using
the Arduino framework. This firmware not only handles live video streaming and sensor monitoring but
also processes remote commands, ensuring responsive control over connected devices. Extensive system
testing demonstrates the capability to detect intrusions, capture and store images reliably, and dispatch
prompt email notifications, all while overcoming challenges related to resource constraints, power
management, and network reliability. Overall, the project underscores the potential of loT and edge
computing technologies in delivering cost-effective and scalable security solutions for both residential and
commercial applications.
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1. INTRODUCTION

The advancement of microcontrollers and sensor technology has enabled the development of cost -effective and
versatile embedded systems. Among these, the ESP32-CAM module stands out as a compact and powerful tool
for security and remote monitoring applications. This project leverages its capabilities to create an integrated
security system featuring motion detection, live video streaming, and remote-control functionalities. This system
is designed to provide real-time monitoring and instant alerts in case of an intrusion. The ESP32-CAM captures
video footage and still images, streaming them over a local network. A PIR motion sensor detects movement,
triggering the capture of an image and sending an email alert to a designated recipient. A user-friendly web
interface enables live video monitoring and remote control of connected devices. SPIFFS is used for temporary
image storage, ensuring efficient data handling even with intermittent network connectivity. A dual -server setup
maintains an uninterrupted video feed while handling other tasks. This project addresses the demand for
affordable, scalable security solutions. Traditional systems are costly and complex; the ESP32-CAM integrates
key functionalities in a compact, low-cost unit. Its real-time monitoring and remote-control features enhance
security, allowing users to react promptly to incidents. Email alerts ensure universal accessibility and provide a
record of security events. Additionally, loT-driven features like cloud integration and Al-based anomaly detection
could be added in the future to enhance system capabilities. By combining real-time surveillance with remote
control, this ESP32-CAM-based security system offers a smart, efficient, and accessible alternative to
conventional setups. Its affordability, ease of use, and adaptability make it a valuable solution formodern security
needs.

2. MATERIALS AND METHOD

The paper "Theft Prevention System using [oT" describes a system that uses sensors and cameras to monitor an
area, and an Al algorithm analyzes the data collected to detect potential theft. the system sends an alert to the
owner or security personnel if suspicious activity is detected,and it can also be programmed to trigger an alarm
or other response. the paperdiscusses the technical details ofthe system and the advantages and disadvantages of
using [oT to prevent theft [1]. Design and Implementation of RFID based Anti-Theft System. This paperdescribes
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the RFID based implementation of anti-theft system to protect valuable assets such as artwork, museum art facts
and rare books moved by curatorial staffs. Thus, it is achieved by RFID tag which is used to monitor and senses
the tampered event thereby sending the received signal to the reader. based upon the received signal the warning
is send to the interfacing unit such that the curators have enough time to react before the stolen asset is going out
of sight [2]. Anti-theft system using GSM presented the implementation of vehicle theft alarm and location
tracking system using GPS and RFID technologies. The main concept in this paperwas the introduction of mobile
communications into the embedded system to track vehicles. The system consists of a buzzer which gave the
alarm sound when the password entered did not match with the original password. An alert notification through
GSM module was sent to the vehicle owner. The location in term of the latitude and longitude ofthe unauthorized
user was tracked and sent to the user [3]. Microcontrollers and GSM modules are used to achieve protection by
adding biometrics, i.e. fingerprints. GSM and GPS-enabled fingerprintidentification and protection system. The
fingerprint sensor collects fingerprint images, compares the uniqueness ofeach print read by the sensor to the one
saved in its module or local device database [4]. This concept uses fingerprint recognition and facial recognition
technologies to unlock the doors of automobiles, ensuring vehicle security. These two circumstances allow the
user to start the vehicle's ignition. Similarly, protecting our valuables from intruders through the window, as well
as the towing issue. This survey gives an overview of the many studies that have been conducted before in order
to complete the project [5].

3. EXISTING SYSTEM

Traditional CCTV surveillance systems: Closed-Circuit Television (CCTV) systems have been widely deployed
in  residential, commercial, and industrial settings to provide continuous surveillance.
These systems typically consist of cameras connected to a centralized recording unit, often monitored by
security personnel or accessed later for evidence collection. Alarm-based security systems: Alarm systems work
by detecting unauthorized entry through sensors such as motion detectors, door/window contacts, or vibration
sensors. When a breach is detected, an audible alarm is triggered, alerting neighbours of potential danger. GSM -
based security alert systems: GSM (global system for mobile communications)-based security systems use cellular
networks to send sms or call alerts to the property owner in case of a security breach. Research has shown that
IoT-enabled home security systems can effectively monitor and control security devices remotely through mobile
applications. The study compared traditional security methods with IoT-based systems and found that IoT
solutions offered faster response times and improved convenience.
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Fig 3.1: Block diagram ofexistingsystem

Proposed System: The primary goal of the system is to develop a robust and efficient security solution based on
the ESP32-CAM module. The system is designed to monitor an environment in real time, detect motion using a
PIR sensor, and react to potential intrusions by capturing images and sending email notifications. Simultaneously,
it supports remote control functions through a web interface, enabling users to interact with the device, view a
live video stream, and send commands to control connected hardware components such as motors, LEDs, or
relays.At its core, the system combines sensing, processing, communication, and control in a single embedded
platform. The ESP32-CAM handles both the capture of images and video streams, while its integrated Wi-Fi
capabilities ensure that data is transmitted to remote devices or cloud services as needed. By processing data at
the edge, the system can quickly respond to events, reducing latency and minimizing the load on external servers.
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This design is particularly important for security applications where the rapid detection of and response to
intrusions can make a significant difference.
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FIGURE 1. Block diagram of proposed system

ESP32-CAM Wi-Fi Module

FIGURE 2. ESP32-CAM Wi-Fi Module

Function: Serves as the primary microcontroller and processing unit. Connects to a Wi-Fi network to facilitate
real-time data transmission. Key Features: Built-in Wi-Fi connectivity for internet-based communication. High-
performance processing unit for image capture and data transmission. Pin Configuration: GPIOO: Used for boot
mode selection and must be pulled LOW during programming. GPIO1/GPIO3 (TX/RX): UART communication
for debugging and programming. 5V/3.3V: Power supply input.

PIR Motion Sensor (Passive Infrared Sensor)

FIGURE 3. PIR Motion Sensor (Passive Infrared Sensor)

Function: Detects infrared radiation emitted by humans and animals. Triggers the ESP32-Mc to capture images
when movement is detected Key Features: High sensitivity with a wideangle detection (typically120 degrees).
Adjustable delay and sensitivity settings for customization. Low power consumption. Pin Configuration: VCC:
Connects to 3.3V or 5V power source. GND: Ground pin. OUT: Outputs HIGH when motion is detected and
LOW when idle.
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Solenoid Door Lock Function: Automatically locks the door upon motion detection. Prevents unauthorized
access until manually reset. Key Features: Electromagnetic locking mechanism. Operates on 12V DC power.
Can be controlled via relay switches. Pin Configuration: VCC: 12V power input. GND: Ground pin. Control:
Connected to relay module for activation.

=

FIGURE 4. Solenoid Door Lock Function

FIGURE 6. Components Connections FIGURE 6. LED Indication
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4. CONCLUSION

In summary, the development and deployment of an ESP32-CAM-based security and remote control system
involve several challenges and limitations that span hardware constraints, software performance, environmental
factors, scalability issues, and security vulnerabilities. Each of these areas poses unique di fficulties that must be
addressed to achieve a robust and reliable system. While the ESP32-CAM offers a compelling blend of features
for low-cost, integrated surveillance, its limitations in processing power, memory, and peripheral support require
careful design trade-offs. Environmental variability and the challenges ofreal-world sensor calibration mean that
the system must be continually monitored and maintained to ensure optimal performance. Scalability remains a
significant challenge, particularly when integrating multip le units orexpanding into cloud-based monitoring, and
requires additional development efforts. Security, both in terms of physical system protection and network
vulnerabilities, is an ongoing concern that demands constant vigilance and updates. Despite these challenges, the
project represents a significant step forward in leveraging loT technologies for practical security applications. The
insights gained from addressing these limitations provide valuable guidance for future improvements and
iterations. By adopting adaptive strategies, enhancing security measures, and planning for scalability, developers
can mitigate many of the inherent challenges and create a more resilient and effective surveillance system.
Ultimately, understanding and addressing these challengesis critical for advancing the field of smart security and
ensuring that such systems can meet the demands of increasingly complex operational environments.

Future Enhancements: While the current ESP32-CAM-based security and remote control system achieves its
primary goals of real-time surveillance, motion detection, live streaming, and remote alerting, there remains
significant potential for further improvements and expansion. Future enhancements can address scalability,
performance, security, and usability, paving the way for more advanced applications in smart surveillance and
IoT-based monitoring.Integration with Cloud-Based Al for Better Motion Analysis One of the most promising

Copyright@ REST Publisher 42



Devendra.et.al / Journal on Electronic and Automation Engineering, 4(2), June 2025, 38-43.

future upgrades is integrating cloud-based Artificial Intelligence (Al) to analyze motion events captured by the
ESP32-CAM. Cloud-based Al would process video frames in real-time to differentiate between legitimate human
motion and non-relevant motion sources (e.g., pets, moving curtains, or objects in the wind). Accurate Motion
Detection: Al can improve motion detection accuracy by classifying movements as relevant (human intruder) or
irrelevant (pet, vehicle, etc.), thereby reducing false positives. Al algorithms can filter out background noise and
focus on significant movement. Advanced Features: Al can enable enhanced features like object tracking, activity
recognition,and anomaly detection. This would help the system not only detect motion but also understand what
is happening in the scene (e.g., following a moving object or recognizing suspicious activity). Cloud Scalability:
Offloading processing to the cloud reduces the processing burden on local devices like the ESP32 -CAM. This
enables more sophisticated analysis without overloading the system and provides better scalability, as the system
can be adapted to different environments without changing hardware.
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