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Abstract: The increasing complexity and interconnectedness of modern communication networks pose significant
challenges in ensuring their security and reliability. This research examines essential aspects of network security,
such as communication protocols, node security, encryption techniques, monitoring algorithms, and security
policies. Using the TOPSIS method, we assess the security risks within energy-managed communication networks,
emphasizing the critical need to balance technical, operational, and strategic priorities to effectively secure
network operations. As cyberthreats continue to advance, it is imperative that organizations implement proactive
measures that include advanced visualization tools and robust security solutions to address emerging risks.
Visualization plays a critical role in network security by providing actionable insights that help identify patterns,
anomalies, and vulnerabilities in complex datasets. This study underscores the transformative impact of security
visualization by categorizing recent advances, pointing out areas that require further research, and providing
strategic guidance for future developments. By addressing these gaps and adopting innovative technologies,
organizations can strengthen the resilience and reliability of interconnected systems. The research emphasizes the
importance of a comprehensive security strategy that includes technological advancements, employee training, and
constant monitoring to effectively address emerging cyber threats.

1. INTRODUCTION

The Internet is a complex and ever-changing system with a complex architecture and rapid technological
advancements. Security measures designed for small, static networks fail to address the dynamic and diverse
challenges of modern network environments. This shortcoming stems from a lack of expertise in software and security
engineering, compounded by tight deadlines and market demands, which often results in poor programming practices.
While some security solutions are currently effective, the constant evolution of technology creates new vulnerabilities
over time. Therefore, maintaining cybersecurity requires a comprehensive approach that integrates various strategies
to effectively address various attack vectors. Continuous monitoring and adaptability are critical to protecting the
integrity of the system against evolving threats. The increase in computer misuse and growing concerns about privacy
violations related to data storage highlight the need for robust technical safeguards. These measures can be divided
into four main categories, each addressing specific and interconnected issues. Access controls manage user
permissions to access and modify data, ensuring that only authorized users interact with sensitive information. Flow
controls regulate the transfer and distribution of data within and across datasets, maintaining a secure and controlled
flow of information. Inference controls are designed to prevent unauthorized inferences from statistical databases by
carefully designing queries to avoid revealing confidential data. However, statistical databases often have weaker
security than expected, making them vulnerable. Data encryption is an important security measure, protecting sensitive
information from unauthorized access during transmission or storage, ensuring both confidentiality and integrity
against external threats. Wireless sensor networks (WSNs) have become an exciting technology in areas such as
remote environmental monitoring and target tracking. The advancement of small, affordable, and intelligent sensors
with wireless capabilities has made it possible to create interconnected networks that can share and analyze data in
real time. The architecture of a wireless sensor network (WSN) is influenced by factors such as its purpose,
environmental conditions, design objectives, budget, and hardware constraints. These networks play a vital role in a
variety of applications, and their deployment presents unique challenges in many areas. We classify these challenges

Copyright@ REST Publisher 79


http://restpublisher.com/book-series/daai/

Shanker Gangone /Data Analytics and Artificial Intelligence, 2(6) 2022, 79-89

into three main domains. First, issues in the underlying platform and its operating system limit the overall performance
and efficiency of the network. Second, challenges in the communication protocol layer can affect the network’s ability
to transmit data securely and reliably. Third, difficulties in network services, provisioning, and deployment hinder
large-scale implementation and ongoing maintenance. Our study builds on existing research by taking a top-down
approach to explore emerging applications and their associated challenges. We emphasize security as a critical
concern, as WSNs are vulnerable to a variety of attacks targeting protocols, software, and hardware, which threaten
the security, integrity, and availability of data. Despite efforts to address security at the MAC and network layers, the
potential of the visualization layer in improving WSN security remains limited. Visualization techniques can provide
valuable insights into network behavior, helping to detect and mitigate security threats. In the field of network security
visualization, our study provides a comprehensive review of recent research and categorizes them into five distinct
use case categories. These categories cover a wide range of applications and demonstrate the various visualization
techniques and data sources used in network security research. We have summarized these findings in a clear table to
improve understanding and accessibility.By analyzing current systems, we identify key issues and challenges related
to visualizing network security, largely stemming from the complexity of network data and the need for effective tools
to understand and act on this information. The architecture of a wireless sensor network (WSN) is influenced by
factors such as its purpose, environmental conditions, design objectives, budget, and hardware constraints. These
networks play a critical role in a variety of applications, and their deployment presents unique challenges in many
areas. We classify these challenges into three main domains. First, issues in the underlying platform and its operating
system limit the overall performance and efficiency of the network. Second, challenges in the communication protocol
layer can affect the network’s ability to transmit data securely and reliably. Third, difficulties in network services,
provisioning, and deployment hinder large-scale implementation and ongoing maintenance. Our study builds on
existing research by taking a top-down approach to explore emerging applications and their associated challenges. We
emphasize security as a critical concern, as WSNs are vulnerable to a variety of attacks targeting protocols, software,
and hardware, which threaten the security, integrity, and availability of data. Despite efforts to address security at the
MAC and network layers, the potential of the visualization layer in improving WSN security remains limited.
Visualization techniques can provide valuable insights into network behavior, helping to detect and mitigate security
threats. In the field of network security visualization, our study provides a comprehensive review of recent research
and categorizes it into five distinct use case categories. These categories cover a wide range of applications and
demonstrate the various visualization techniques and data sources used in network security research. We have
summarized these findings in a clear table to improve understanding and accessibility. By analyzing current systems,
we identify key issues and challenges related to visualizing network security, largely stemming from the complexity
of network data and the need for effective tools to understand and act on this information. Network monitoring systems
are essential for ensuring the performance and security of networks. These systems continuously monitor network
components, identify slow or faulty components, and resolve issues before they escalate. Effective network monitoring
encompasses a variety of factors, including response time, availability, uptime, and security, to ensure uninterrupted
operations in both business and public sectors. The reports generated by these systems are tailored to a variety of
audiences, including network administrators and management, and provide insights into performance metrics,
compliance, and internal security threats. Security-centric monitoring further protects critical data by controlling
access points and detecting malicious activity. Our article explores the challenges and opportunities in using visual
analytics to improve network security. By reviewing existing tools and techniques, we highlight gaps in current
research and propose strategies to address these limitations. Effective network monitoring encompasses a number of
critical aspects, including response time, availability, uptime, and security, to ensure uninterrupted operations in both
business and public sectors. These systems generate reports tailored to various stakeholders, such as network
administrators and management teams, providing valuable insights into performance indicators, regulatory
compliance, and potential internal security risks. Security-oriented monitoring adds additional security by controlling
access points and detecting malicious activity. This paper examines the challenges and potential of visual analytics in
strengthening network security. It reviews existing tools and methodologies, reveals gaps in current research, and
proposes solutions to address these issues. Visualization serves as a powerful tool for analyzing complex network
data, allowing analysts to identify patterns, detect irregularities, and respond effectively to threats. The ever-changing
nature of networks requires continuous advancements in visualization methods to address emerging security
challenges. Cybersecurity is a major obstacle to the growth of e-commerce, as modern interconnected business
environments require robust protection against cyber threats. Organizations must strike a balance between maintaining
connectivity and protecting critical information and systems. Failure to prioritize security can result in significant
financial losses and reputational damage, underscoring the need for proactive strategies. By integrating technical
safeguards, employee education, and continuous monitoring, organizations can effectively mitigate risks and
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strengthen their defenses against cyberattacks. Our study highlights the critical role of network security visualization
in securing contemporary networks. By categorizing recent research into specific application groups, we provide a
comprehensive overview of the current landscape of the field. This analysis demonstrates the potential of visualization
to address new challenges in network security, providing valuable direction for researchers, developers, and
practitioners. As technology advances, the need for innovative, adaptable security measures will be critical, ensuring
the stability and reliability of interconnected systems.

2. MATERIALS & METHODS

Network Security: Security risk assessment is a critical process for securing modern communication systems,
especially energy management and control networks. These systems rely on robust communication networks to ensure
uninterrupted data transmission and the operation of critical infrastructure. As vulnerabilities in communication
systems can lead to severe financial, operational, and reputational damage, identifying and mitigating security risks is
of paramount importance. This paper provides an insightful study of five fundamental factors for assessing security
risks in networked systems: communication protocol, node security, network monitoring, cryptography, and security
policy. These factors are explored with an illustrative case study that uses the fuzzy TOPSIS method to assess security
risks in energy management communication networks.

Communication Protocol (C1): A communication protocol forms the backbone of any network, defining the rules
and standards for transmitting data. Protocols enable seamless communication between network devices by specifying
procedures for error recovery, synchronization, syntax, and semantics. Reliable communication protocols ensure
stable network operations, minimize compatibility issues, and enable efficient data transfer. For energy management
systems, protocols must handle critical functions such as real-time data monitoring, secure data transfer, and
interoperability between different devices. The robustness of communication protocols is directly linked to network
stability, making them a key factor in risk assessment.

Node Security (C2): Node security is essential for wireless sensor networks (WSNs), where small, low-power devices
handle sensing, data transmission, and reception. Since these nodes often operate in remote or challenging
environments, they are vulnerable to security breaches. Node security management involves implementing measures
to protect nodes from unauthorized access, physical damage, or software-based attacks. For example, in energy
systems, compromised nodes can lead to inaccurate data measurements or unauthorized control of critical components.
Effective node security extends the lifespan of the network and ensures its reliability, making it a key criterion for
assessing security risks.

Network Monitoring (C3): Continuous network monitoring provides administrators with insights into network
health, performance, and potential vulnerabilities. Monitoring systems track key metrics such as uptime, response
time, availability, and data flow, which helps identify problems early. For example, a short network outage in a power
management system can disrupt service delivery and impact operations. By providing actionable reports to
administrators and management, network monitoring helps maintain high-performance networks with minimal
downtime. In addition, security-focused monitoring detects threats such as unauthorized access, ensures the security
of critical data, and improves resilience against cyber-attacks.

Cryptography (C4): Cryptography is a cornerstone of information security, using encryption techniques to protect
data during storage and transmission. By ensuring that sensitive information is accessible only to authorized entities,
cryptography prevents data breaches and unauthorized access. In energy management systems, cryptography secures
communication between devices and protects critical operational data. Advanced encryption methods, such as public-
key cryptography, provide strong defenses against emerging cyber threats. The versatility and effectiveness of
cryptographic measures make them essential in a comprehensive security risk assessment.

Security Policy (C5): A security policy serves as a framework for managing access, implementing security measures,
and addressing vulnerabilities in the network. It outlines protocols for handling security incidents, defining roles and
responsibilities for stakeholders. For energy management systems, security policies should address regulatory
compliance, data privacy, and business continuity. By providing clear guidelines, a well-designed security policy
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ensures consistency in the application of security measures and reduces the risks associated with human error or
oversight. This fundamental element supports the broader goal of establishing a secure and reliable network
environment.

Methodology: The study used a TOPSIS method to assess security risks in communication networks of energy
management and control systems. This approach combines MCDM logic, which is similar to the Order of Preference
for Ideal Solution (TOPSIS), with the technique of Similarity by Order of Preference to the Ideal Solution (TOPSIS),
to enable decision-making under uncertainty. Thirty-five decision-makers participated in assessing the suitability of
six alternative communication networks (CN1, CN2, CN3, CN4, CN5 and CNG6) based on five security risk factors:
communication protocol (C1), node security (C2), network monitoring (C3), cryptography (C4) and security policy
(C5). Decision-makers were surveyed using a linguistic variable scale to assess the importance of each factor for the
six alternatives. Linguistic variables, such as “very important”, “important” or “less important”, were converted to
fuzzy numbers to accommodate uncertainty and subjectivity in the evaluation process. The TOPSIS method ranks
alternatives based on their performance across criteria, calculating the relative closeness of each alternative to an ideal
solution. TOPSIS analysis identified the most suitable communication network for energy management systems.
Communication protocol (C1) emerged as the most important factor, reflecting the need for robust standards to ensure
data reliability and interoperability. Node security (C2) and network monitoring (C3) also received high priority,
highlighting their role in maintaining operational continuity and mitigating security risks. Cryptography (C4) and
security policy (C5) provided essential safeguards that ensure data confidentiality and regulatory compliance. The
study revealed that alternative CN3 outperformed the others, providing a balanced approach to addressing the five
criteria. CN3 demonstrated strong capabilities in implementing advanced communication protocols, robust node
security measures, and efficient network monitoring systems. In addition, its cryptographic techniques and
comprehensive security policy provided enhanced protection against cyber threats. The findings underscore the
importance of a multi-faceted approach to security risk assessment in communication networks. Organizations
managing energy systems should prioritize the integration of robust protocols, secure node operations, and active
monitoring mechanisms. Investing in cryptographic solutions and well-defined security policies will further enhance
network resilience against emerging cyber threats. The TOPSIS method was effective in accommodating the inherent
uncertainty and subjectivity in decision-making. By leveraging expert opinions and linguistic variables, the approach
provided a comprehensive framework for evaluating complex security challenges. The method can be extended to
other domains, providing a versatile tool for risk assessment and decision support.

3. RESULT AND DISCUSSION

TABLE 1. Data set for Decision matrix

Communication Node  security | Network monitoring | Cryptography Security  policy
protocol (C1) (C2) (C3) (CH (C5)

CN1 6.143 6.257 6.6 5971 5.286

CN2 540 5.686 54 5571 5.171

CN3 5343 5.686 5.229 5514 5.343

CN4 5.686 6.086 6.086 5.857 5971

CN5 5971 6.371 6.314 6.143 6.486

CN6 7.629 7629 8.086 8.086 8.029

Table 1 The decision matrix for assessing the security risks of communication networks in energy management and
control systems includes five important criteria: communication protocol (C1), node security (C2), network
monitoring (C3), cryptography (C4), and security policy (C5). Six communication network alternatives (CN1 to CN6)
are evaluated based on these criteria. CN1 exhibits a communication protocol score of 6.143, node security 6.257,
network monitoring 6.6, cryptography 5.971, and security policy score of 5.286. CN2 scores 5.4, 5.686, 5.4, 5.571,
and 5.171 for C1, C2, C3, C4, and C5, respectively. Similarly, CN3 shows scores of 5.343 for C1, 5.686 for C2, 5.229
for C3, 5.514 for C4, and 5.343 for C5. CN4 exhibits improved performance with scores of 5.686 for C1, 6.086 for
C2, 6.086 for C3, 5.857 for C4, and 5.971 for C5. Meanwhile, CN5 scores of 5.971 for C1, 6.371 for C2, 6.314 for
C3, 6.143 for C4, and 6.486 for C5. Notably, CN6 outperforms all other alternatives, achieving higher scores in all
criteria; 7.629 for C1 and C2, 8.086 for C3 and C4, and 8.029 for C5. This dataset provides a comprehensive basis for
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further analysis, such as using the TOPSIS method to prioritize these communication networks based on their
suitability for reducing security risks.
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FIGURE 1. Graph for Data set

Figure 1 presents a decision matrix that evaluates six communication nodes (CN1 to CN6) across five criteria critical
to cybersecurity and network operations. These criteria include communication protocol (C1), node security (C2),
network monitoring (C3), cryptography (C4), and security policy (C5). Each communication node was rated with real-
valued scores that reflect their performance or compliance with these criteria. With the highest scores of 7.629 in
communication protocol and 8.086 in both network monitoring and cryptography, CN6 outperforms the other nodes
across all criteria, underscoring its strong security and monitoring capabilities. In contrast, CN2 and CN3 exhibit lower
scores, highlighting areas for potential improvement. Notably, CN5 exhibits strong performance, particularly in
security policy (6.486), suggesting that it is well suited for secure policy implementations. The matrix provides a
comprehensive framework for evaluating and comparing the security aspects of communication nodes, which aids in
decision-making for optimal network security strategies.

TABLE 2. Normalized Data

C1 Cc2 C3 C4 C5
CN1 04126 | 04042 | 04240 | 03899 | 03521
CN2 03627 | 03673 | 03469 | 03638 | 0.3444
CN3 03589 | 03673 | 03359 | 03601 | 0.3559
CN4 03819 | 03931 | 03909 | 03825 | 03977
CN5 04011 | 04116 | 04056 | 04011 | 04320
CNG6 05125 | 04928 | 05194 | 05280 | 0.5348

Table 2 presents the normalized result matrix, in which the performance scores from Table 1 have been normalized to
a common scale, which enables the comparison of the six communication nodes (CN1 to CN6) across the five criteria.
CNG6 emerges as the best performing node, achieving the highest normalized values across all criteria, 0.5125 for
Communication Protocol (C1), 0.4928 for Node Security (C2), 0.5194 for Network Monitoring (C3), 0.5280 for
Cryptography (C4), and 0.5348 for Security Policy (C5). CN5 follows closely, with notable values of 0.4011 for
Communication Protocol (C1) and 0.4320 for Security Policy (C5), indicating strong overall performance. In contrast,
CN1 has moderate normalized scores, including 0.4126 for Communication Protocol (C1) and 0.3521 for Security
Policy (C5). CN2 and CN3, although similar in performance, have lower values such as 0.3627 for communication
protocol (C1) and 0.3359 for network monitoring (C3), suggesting the need for improvement in these areas. CN4
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shows consistent performance with values such as 0.3931 for node security (C2) and 0.3909 for network monitoring
(C3). The normalized data provides an insightful comparative analysis, elevating CN6 as the most efficient node and
guiding the priority for improving network security and performance.

Normalized Data
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0.4000

0.3000
0.2000
0.1000
0.0000
C1 C2 C3 Cc4 C5

BCN1 mCN2 mCN3 mCN4 mCN5 mCN6

FIGURE 2. Normalized Data

Figure 2 shows the normalized decision matrix for six interaction nodes (CN1 to CNG6) across five criteria. CN6
outperforms the others, showing its strength, with the highest values of 0.5125 for C1, 0.5194 for C3, and 0.5348 for
C5. CN5 follows closely, excelling especially in C5 (0.4320). CN1 shows moderate performance, with 0.4126 for C1
and 0.3521 for C5, while CN2 and CN3 have lower values, such as 0.3627 for C1. CN4 exhibits balanced results,
highlighting areas for improvement in specific criteria.

TABLE 3. Weight
Cl|C2|C3 |C4|C5
CN1 (02 |02 |02 |02 |02
CN2 |02 |02 |02 |02 |02
CN3 |02 |02 |02 |02 |02
CN4 (02 |02 |02 |02 |02
CN5 |02 |02 |02 |02 |02
CN6 (02 |02 |02 |02 |02

Table 3 outlines the weight matrix for the decision-making process involving six communication nodes (CN1 to CN6)
and five evaluation criteria. Each criterion is assigned an equal weight of 0.2 across all nodes, reflecting an unbiased
approach where all criteria are considered equally important in evaluating the performance of the nodes. This uniform
weighting ensures a balanced evaluation, emphasizing that no single criterion dominates the decision-making process.
By using equal importance, the decision-making model promotes fairness in determining the most appropriate
communication node based on the normalized performance values.

TABLE 4. Weighted normalized decision matrix

Cl Cc2 C3 C4 C5
CN1 00825 | 00808 | 00848 | 00780 | 0.0704
CN2 00725 | 00735 | 00694 | 00728 | 0.0689
CN3 00718 | 00735 | 00672 | 00720 | 00712
CN4 00764 | 00786 | 00782 | 00765 | 0.0795
CN5 00802 | 00823 | 00811 | 00802 | 0.0864
CN6 01025 | 00986 | 01039 | 01056 | 0.1070
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Table 4 presents the weighted normalized decision matrix, combining the normalized scores from Table 2 with equal
weights (0.2 for all criteria) from Table 3. This matrix evaluates six interaction nodes (CN1 to CN6) across five
criteria. CN6 receives the highest weighted values, such as 0.1025 for C1, 0.1039 for C3, and 0.1070 for C5,
highlighting its superior performance across all criteria. CN5 follows, especially excelling in C5 (0.0864). CN4
exhibits balanced performance with values such as 0.0786 for C2 and 0.0795 for C5. CN1 has moderate scores of
0.0848 for C3, while CN2 and CN3 have relatively low values, including 0.0725 for C1 and 0.0672 for C3,
respectively. This matrix provides a comprehensive comparison, enabling informed decision-making by emphasizing
the relative importance of performance normalized across equally weighted criteria.

TABLE 5. Positive Matrix

C1 C2 C3 C4 C5
CN1 01025 | 0098 | 01039 | 01056 | 0.1070
CN2 01025 | 0098 | 01039 | 01056 | 0.1070
CN3 0025 | 00986 | 01039 | 01056 | 0.1070
CN4 0025 | 00986 | 01039 | 01056 | 0.1070
CN5 01025 | 0098 | 01039 | 01056 | 0.1070
CNG6 01025 | 0098 | 01039 | 01056 | 0.1070

Table 5 represents the positive best solution matrix for the decision-making process involving six communication
nodes (CN1 to CNG6) in five criteria. The matrix shows the maximum values obtained for each criterion from Table 4,
where all nodes are compared to the positive best solution. Each value, 0.1025 for C1, 0.0986 for C2, 0.1039 for C3,
0.1056 for C4, and 0.1070 for C5, represents the best performance achievable under the evaluation framework. This
matrix serves as a benchmark for assessing the performance gap between each communication node and the best
scenario, thereby guiding the selection process for the most effective communication node.

TABLE 6. Negative matrix

Cl Cc2 C3 C4 C5
CN1 00718 | 00735 | 00672 | 00720 | 0.0689
CN2 00718 | 00735 | 00672 | 00720 | 0.0689
CN3 00718 | 00735 | 00672 | 00720 | 0.0689
CN4 00718 | 00735 | 00672 | 00720 | 0.0689
CN5 00718 | 00735 | 00672 | 00720 | 0.0689
CN6 00718 | 00735 | 00672 | 00720 | 0.0689

Table 6 illustrates the negative best solution matrix for evaluating six interacting nodes (CN1 to CN6) on five criteria.
This matrix reflects the minimum performance values for each criterion obtained from Table 4. For example, the
minimum values for all criteria are the same across nodes: 0.0718 for C1, 0.0735 for C2, 0.0672 for C3, 0.0720 for
C4, and 89 for C5. These values serve as a reference for identifying deviations from the minimum desirable
performance. By comparing the performance of each node to the negative best solution, decision makers can better
assess how far a node is from the worst-case scenario, thus highlighting the relative strengths and weaknesses within
the decision-making framework.

TABLE 7. Sl Plus, Si Negative, and Ci value

SIPlus | SiNegative Ci
CN1 0.0563 | 0.0228 0.2877
CN2 00724 | 00024 0.0326
CN3 00730 | 00023 0.0304
CN4 00578 | 00174 0.2315
CN5 0.0484 | 0.0268 0.3562
CN6 0.0000 | 00742 1.0000

Table 7 presents the final evaluation metrics for the six communication nodes (CN1 to CN6), including Sl Plus, Sl
Negative, and Ci values. These values are derived from the relative distance of each node to the positive and negative
ideal solutions. SI Plus indicates the distance of each node from the positive ideal solution, with smaller values
indicating better proximity. CN6 has the smallest SI Plus (0.0000), indicating perfect alignment with the ideal solution.
S| Negative measures the distance from the negative ideal solution, with higher values indicating better performance.
CNBG6 scores higher (0.0742), further confirming its superiority. This analysis identifies CN6 as the most effective
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communication node, with CN5 and CN1 as subsequent performers. Nodes CN2 and CN3, with Ci values of 0.0326
and 0.0304, respectively, show the lowest alignment with the ideal solution, suggesting areas for improvement.

SI Plus, Si Negative

CN2

|

CN1
0.0000 0.0100 0.0200 0.0300 0.0400 0.0500 0.0600 0.0700 0.0800
B Si Negative M SI Plus
FIGURE 3. Sl Plus, Si Negative

The figure 3 analysis of the SI plus (positive best solution) and Si negative (negative best solution) values of the
number 3 provides important insights into the performance of the alternatives relative to the best and worst-case
scenarios. Among the options, CN6 exhibits exceptional performance with an Sl plus value of 0.0000, indicating
perfect alignment with the positive best solution, and a high Si negative value of 0.0742, reflecting its significant
distance from the negative best scenario. In contrast, CN3 and CN2 show less favorable results, with high SI plus
values of 0.0730 and 0.0724, respectively, and low Si negative values of 0.0023 and 0.0024, indicating greater
proximity to the negative conditions. Alternatives CN1, CN4 and CN5 exhibit moderate performance, with CN5
standing out slightly due to its relatively low Sl plus value (0.0484) and high Si negative value (0.0268). These results
highlight CN6 as the most optimal choice, while CN3 and CN2 may require targeted improvements to improve their
overall alignment with the best conditions. This dual-metric assessment emphasizes the need for a balanced approach
to improving both positive and negative performance dimensions.

Ci

1.2

1
0.8
0.6
0.4
02 l N I
) —
CN4 CN5 CN6

CN1 CN2 CN3
FIGURE 4. Ci value

The Ci values indicate the relative closeness of each alternative to the best solution, with higher values indicating
better performance. CN6 has the highest Ci value of 1.0000, indicating a highly optimal choice, while CN5 follows
closely with a Ci value of 0.3562, reflecting strong but less optimal performance. CN1 and CN4 show moderate Ci
values of 0.2877 and 0.2315, indicating average alignment with the best solution. In contrast, CN2 and CN3 have very
low Ci values of 0.0326 and 0.0304, highlighting their relative inefficiency compared to the best solution. These values
provide a clear ranking of the alternatives based on their closeness to the best solution.
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TABLE 8. Rank
Rank

CN1
CN2
CN3
CN4
CN5
CN6

RIN(R~OO|Ww

Table 8 presents the final rankings of the six communication nodes (CN1 to CN6) based on their performance on the
evaluated criteria. The rankings are derived from the Ci values presented in Table 7, where higher Ci values correspond
to better performance and higher rankings. CN6 maintains the top position (rank 1), demonstrating its superiority as
the most effective communication node, achieving the highest alignment with the best solution. CN5 is in second
place (rank 2), demonstrating strong performance, especially in its proximity to the positive best solution. CN1 is in
third place (rank 3), indicating moderate performance compared to the other nodes. CN4 takes fourth place (rank 4),
followed by CN2 (rank 5) and CN3 (rank 6), which show lower alignment with the best solution. This ranking provides
a clear guideline for selecting the most effective communication node, with CN6 emerging as the best choice.

Rank

o
[
N
w
N
0}
(o)}
~

FIGURE 5. Rank

In Figure 5, the rankings of the alternatives are presented based on their Ci values. CN6 is ranked highest (1), indicating
that it is the most optimal alternative. CN5 follows with rank 2, showing strong performance but slightly less optimal
than CN6. CNL1 is ranked 3, showing a moderate performance, while CN4 is ranked 4, indicating a slightly weaker
performance compared to CN1. CN2 and CN3 are ranked 5 and 6, respectively, indicating that they are the least
optimal choices in this comparison. This ranking further highlights the relative performance of each alternative.

4. CONCLUSION

To assess security risks in communication networks, a comprehensive understanding of critical elements such as
communication protocols, node security, network monitoring, cryptography, and security policies is essential. This
study used the TOPSIS method to assess security risks in energy management communication networks, emphasizing
the need to balance technical, operational, and strategic aspects for secure and reliable network operation. As cyber
threats continue to grow in complexity, organizations must proactively secure their communication infrastructure by
adopting advanced algorithms and technologies to effectively address emerging vulnerabilities. The dynamic and
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interconnected nature of contemporary networks demands innovative strategies to ensure their security and reliability.
Visualization has proven to be an invaluable tool for analyzing complex network data, identifying patterns, detecting
anomalies, and providing actionable insights to detect vulnerabilities. However, as technology evolves, the challenges
posed by cyber threats also increase. To address these challenges, organizations must adopt a comprehensive approach
to security, which includes leveraging advanced visualization tools, implementing robust technology measures,
fostering a culture of security awareness among employees, and maintaining continuous monitoring to proactively
mitigate risks. This study underscores the transformative potential of network security visualization, provides a
structured categorization of recent advances, and identifies areas for further research. By addressing these gaps,
researchers and practitioners can develop more adaptive and robust solutions to address emerging threats. Looking
ahead, integrating visualization with advanced technologies will play a key role in strengthening the security, integrity,
and reliability of interconnected systems, thereby safeguarding private and public sector operations in an increasingly
digital world.
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