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Abstract: Data protection in the online environment pertains to the safeguarding of sensitive or important data kept,
analyzed, or sent in cloud-based systems. It entails assuring data confidentiality, integrity, and availability, as well as
adhering to appropriate data protection requirements. In a nutshell, cloud data protection seeks to protect data against
unauthorized access, deletion, or breaches while retaining its accuracy and accessible to authorized users. Research in data
protection in the cloud helps address the security and privacy concerns associated with storing and processing sensitive data
in cloud-based systems. It explores and develops advanced security mechanisms, encryption techniques, and access controls
to protect data from unauthorized access, data breaches, and privacy violations. This is accomplished in the cloud
environment using various security measures, encryption approaches, access controls, disaster recovery and backup
processes, and constant monitoring and threat detection. The weighted product method approach is commonly used to
choose the best data protection in cloud environment. Taken as Alternative Parameter is CCSS1, CCSS2, CCSS3, CCSS4,
and CCSS5. Taken as Evaluation parameter is data visibility, data integrity, Maintains compliance, Data security, Data
storage. From the result it is seen that CCSS2 got highest rank where as CCSS5 got lowest rank. According to the results,
CCSS2 was ranked first. The ranks indicate the relative position or ranking of each category based on their preference

scores, with 1st being the highest rank and 5th being the lowest rank.
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INTRODUCTION

Since the birth of IT-supported company management, the internet has been the most common method of
providing software alternatives for consumers and employees. Client-server architectures were used. As a result,
the applying company hosts the servers and networks in-house. Secure safeguarding information is a major, but
manageable, concern in this technology approach. Cloud Computing technologies are now powering an
expanding number of software applications. That is, the provider hosts the system's supporting hardware, and
users gain permission to use the solutions via the Internet. Cloud Computing offerings might vary depending on
the specification (for example, platforms or infrastructure).

The delivery of ready-to-use programmes based on this technological approach is referred to as Software with a
Service (SAAS). Because Cloud Computing enables highly accessible, dynamic, and reliable 1T services, this
method of IT buying has increased interest for this solution. Although the total amount of cloud computing
customers is continually expanding, several constraints continue to impede the method's widespread adoption,
such as technical requirements such as scalability or, more specifically, legal considerations such as
safeguarding information and privacy. The dispersed storing of data on other computers is one of the
fundamental concepts of Cloud Computing. Aside from worries about potential data loss or theft, many
consumers are unsure about the applicable legal requirements for privacy and security of data in this setting.
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Figure 1. Cloud security

The research significance of data protection in the cloud environment can be summarized as follows:

Trust and Confidence: Research in data protection contributes to building trust and confidence in cloud
computing. By developing robust security solutions and demonstrating their effectiveness, research helps
alleviate concerns about data security and privacy, fostering greater adoption of cloud services by organizations
and individuals. [2] Compliance and Regulations: Cloud computing often involves compliance with data
protection regulations and industry standards. Research in this area explores the legal and regulatory aspects of
data protection in the cloud and helps organizations understand and comply with relevant requirements. [3] Data
Resilience and Recovery: Research in data protection focuses on ensuring data resilience and developing
efficient data recovery mechanisms in the cloud. It explores backup and disaster recovery strategies, data
replication techniques, and data loss prevention methods to minimize downtime, recover data promptly, and
maintain business continuity in the event of system failures or disasters. [4] By addressing these research areas,
studies on data protection in the cloud environment contribute to enhancing security, privacy, compliance, and
resilience in cloud computing. They provide valuable insights, practical solutions, and guidelines for
organizations and service providers to protect data effectively and maintain the trust of users in cloud-based
services. [5]

Materials and method

Data visibility: The ability to obtain, views, and interpret data within an organisation or system is referred to as
data visibility. It entails giving authorised users the tools and permissions they need to effectively visualise and
comprehend data. In a nutshell, data visibility is the ability to view and understand data, allowing users to make
educated decisions, find trends, and get insights from the data at their disposal. [6]

Data integrity: The quality, consistency, and dependability of data during its lifecycle is referred to as data
integrity. It assures that data remains untouched and unaltered, devoid of errors, unauthorized changes, or
corruption. In a nutshell, data integrity is the assurance that the information is accurate, comprehensive, and
dependable, preserving its quality and dependability for successful decision-making and operational procedures.

[8]

Maintains compliance: The process of conforming to applicable rules, regulations, as well as industry
standards inside an organization is referred to as maintaining compliance. It entails making certain that the
corporation's operations, processes, and practices are in accordance with the legal and regulatory regulations that
govern its industry or sector. In a nutshell, compliance is the continual Endeavour to meet legal and regulatory
duties in order to prevent penalties, legal challenges, and reputational damage whilst promoting responsible and
ethical corporate practices. [10]

Data security: The protection protecting digital data from unauthorised access, use, openness, alteration, or
destruction is referred to as data security. It entails putting in place numerous safeguards, rules, and practices to
protect data and keep the information from falling into inappropriate hands or becoming compromised. In a
nutshell, data security is the use of encrypting it restricted access, identification, restore and backup systems,
and other precautions to secure the privacy, integrity, and accessibility of sensitive and essential data. [11]
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Data storage: The practice of storing electronic information in an appropriately structured and easily accessible
manner towards future use is referred to as data storage. It entails acquiring, organising, and storing data in a
secure and dependable manner to assure its availability when required. In a nutshell, data storage is the
systematic and effective management of data to allow for easy retrieval, effective processing, and preservation
over the years. whichever fits the organization's needs and data management plans, this can be accomplished
using a variety of storage technologies that include hard disc drives, solid-state devices, cloud storage, even tape
storage. [12]

WEIGHTED PRODUCT METHOD

The weighted product method (WPM) constitutes a multi-criteria decision-making strategy that evaluates and
ranks alternatives depending on how well they perform across various criteria. It entails giving each criterion a
weight to indicate its relative relevance and then generating an overall score for each choice through dividing
the result's rating for each condition by the appropriate weight. In a nutshell, the weighted product technique is a
mathematical strategy to determining the general order of alternatives in a process of choice-making by
combining the weighted scores for criteria. [23]

the Weighted Product Method (WPM) is a multi-criteria decision-making technique used to evaluate and rank
alternatives based on multiple criteria. It is a simple and intuitive method that allows decision-makers to
consider the relative importance of different criteria and their performance for each alternative.

Here's how the Weighted Product Method works:

1. Identify criteria: First, you need to define the criteria that will be used to evaluate the alternatives.
These criteria should be relevant to the decision you are making. For example, if you're choosing a new
car, criteria could include price, fuel efficiency, safety ratings, and design.

2. Assign weights: Assign a weight to each criterion to reflect its relative importance or priority. The
weights should add up to 1 or 100%. The higher the weight, the more important the criterion is in the
decision-making process. For example, if safety is considered more important than design, you might
assign a weight of 0.6 to safety and 0.4 to design.

3. Normalize the data: Normalize the data for each criterion to ensure that the scales are comparable. This
step is necessary when the criteria have different units or measurement scales. Normalize the data using
a suitable normalization technique, such as min-max normalization or z-score normalization. The goal
is to transform the data into a common scale, typically between 0 and 1.

4. Multiply the criteria: Multiply the normalized values of each alternative for each criterion. For each
alternative, multiply the normalized value of criterion 1 by its weight, the normalized value of criterion
2 by its weight, and so on. This step combines the criteria and their weights to calculate the overall
performance score for each alternative.

5. Calculate the weighted product: Calculate the weighted product for each alternative by multiplying the
results obtained in the previous step. This step computes the overall evaluation score for each
alternative.

6. Rank the alternatives: Rank the alternatives based on their weighted product values. The alternative
with the highest score is considered the most favorable choice.

It's important to note that the Weighted Product Method assumes that the criteria are independent of each other
and that the weights reflect the decision-maker’s preferences accurately. Additionally, the method does not
consider trade-offs between criteria, so it may not be suitable for complex decision problems with conflicting
objectives. The Weighted Product Method provides a systematic approach for decision-making but may require
subjective judgment in assigning weights to the criteria. Sensitivity analysis can be performed to evaluate the
robustness of the results by examining the effect of changes in the weights on the final rankings.
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RESULT AND DESCUSSION

TABLE 1 data set

data data Maintains data data
visibility integrity compliance security storage
CCss1 4 5 7 5 5
CCSS2 8 7 6 5 6
CCsS3 8 3 7 9 3
CCSs4 4 4 4 6 9
CCSS5 3 6 4 3 7

The table 1 content provided appears to represent different categories or aspects related to data management,
with each row representing a specific category (e.g., CCSS1, CCSS2, etc.), and the values in each column
representing ratings or scores for different criteria. Here's a breakdown of the table content:
e CCSS1: This category has a rating of 4 for data visibility, 5 for data integrity, 7 for maintaining
compliance, 5 for data security, and 5 for data storage.
e CCSS2: This category has a rating of 8 for data visibility, 7 for data integrity, 6 for maintaining
compliance, 5 for data security, and 6 for data storage.
e CCSS3: This category has a rating of 8 for data visibility, 3 for data integrity, 7 for maintaining
compliance, 9 for data security, and 3 for data storage.
e CCSS4: This category has a rating of 4 for data visibility, 4 for data integrity, 4 for maintaining
compliance, 6 for data security, and 9 for data storage.
e CCSS5: This category has a rating of 3 for data visibility, 6 for data integrity, 4 for maintaining
compliance, 3 for data security, and 7 for data storage.
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FIGURE 2. data set

Figure 2 Each rating or score represents the level of importance, effectiveness, or performance of that specific
aspect within the corresponding category. It seems that the higher the rating, the better the category performs in
that particular aspect.

TABLE 2. Performance value

data data Maintains data data
visibility | integrity | compliance | security | storage
CCSS1 | 0.50000 | 0.71429 1.00000 0.55556 | 0.55556
CCSS2 | 1.00000 | 1.00000 0.85714 0.55556 | 0.66667
CCSS3 | 1.00000 | 0.42857 1.00000 1.00000 | 0.33333
CCSS4 | 0.50000 | 0.57143 0.57143 0.66667 | 1.00000
CCSS5 | 0.37500 | 0.85714 0.57143 0.33333 | 0.77778

e (CCSS1: This category has a performance value of 0.50000 for data visibility, 0.71429 for data
integrity, 1.00000 for maintaining compliance, 0.55556 for data security, and 0.55556 for data storage.

e (CCSS2: This category has a performance value of 1.00000 for data visibility, 1.00000 for data
integrity, 0.85714 for maintaining compliance, 0.55556 for data security, and 0.66667 for data storage.
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CCSS3: This category has a performance value of 1.00000 for data visibility, 0.42857 for data
integrity, 1.00000 for maintaining compliance, 1.00000 for data security, and 0.33333 for data storage.
CCSS4: This category has a performance value of 0.50000 for data visibility, 0.57143 for data
integrity, 0.57143 for maintaining compliance, 0.66667 for data security, and 1.00000 for data storage.
CCSS5: This category has a performance value of 0.37500 for data visibility, 0.85714 for data
integrity, 0.57143 for maintaining compliance, 0.33333 for data security, and 0.77778 for data storage.

CCSS5
CCSS4 m Performance value
Performance value
CCSS3
Performance value
CCSS2 Performance value
M Performance value
CCss1 ‘
0.00000 0.50000 1.00000 1.50000

FIGURE 2. Performance value

Figure 3 shows the performance values indicate the relative performance or effectiveness of each aspect within
the corresponding category. Higher values generally indicate better performance in that specific aspect.

TABLE 3 Weighted normalized decision matrix

data data Maintains data data
visibility | integrity | compliance | security | storage
CCss1 0.87055 | 0.93492 1.00000 0.88909 | 0.88909
CCSS2 1.00000 1.00000 0.96964 0.88909 | 0.92211
CCSS3 1.00000 | 0.84412 1.00000 1.00000 | 0.80274
CCSS4 0.87055 | 0.89411 0.89411 0.92211 1.00000
CCSS5 0.82188 | 0.96964 0.89411 0.80274 | 0.95098

The table 3 content you provided represents a weighted normalized decision matrix for different categories or
aspects related to data management. Each row represents a specific category (e.g., CCSS1, CCSS2, etc.), and the
values in each column represent the weighted and normalized score for different criteria. Here's a breakdown of
the table content:

CCSS1: This category has a weighted normalized score of 0.87055 for data visibility, 0.93492 for data
integrity, 1.00000 for maintaining compliance, 0.88909 for data security, and 0.88909 for data storage.
CCSS2: This category has a weighted normalized score of 1.00000 for data visibility, 1.00000 for data
integrity, 0.96964 for maintaining compliance, 0.88909 for data security, and 0.92211 for data storage.
CCSS3: This category has a weighted normalized score of 1.00000 for data visibility, 0.84412 for data
integrity, 1.00000 for maintaining compliance, 1.00000 for data security, and 0.80274 for data storage.
CCSS4: This category has a weighted normalized score of 0.87055 for data visibility, 0.89411 for data
integrity, 0.89411 for maintaining compliance, 0.92211 for data security, and 1.00000 for data storage.
CCSSh5: This category has a weighted normalized score of 0.82188 for data visibility, 0.96964 for data
integrity, 0.89411 for maintaining compliance, 0.80274 for data security, and 0.95098 for data storage.
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Figure 3 shows the weighted normalized scores indicate the relative importance and performance of each aspect
within the corresponding category, taking into account the assigned weights and normalizing the values. Higher
scores generally indicate better performance or importance in that specific aspect.

TABLE 4
Preference RANK
Score

CCss1 0.643368 3
CCSS2 0.794946 1
CCSS3 0.677611 2
CCSs4 0.641742 4
CCSS5 0.543946 5

The table content you provided represents the preference scores and ranks for different categories (e.g., CCSS1,
CCSS2, etc.). Here's a breakdown of the table content: CCSS1 has a preference score of 0.643368 and is ranked
3, CCSS2 has a preference score of 0.794946 and is ranked 1%, CCSS3 has a preference score of 0.677611 and
is ranked 29, CCSS4 has a preference score of 0.641742 and is ranked 4™,and CCSS5 has a preference score of

0.543946 and is ranked 5th.
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FIGURE 4. Ranking
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The preference scores represent the relative preference or importance assigned to each category, with higher
scores indicating higher preference. The ranks indicate the relative position or ranking of each category based on
their preference scores, with 1st being the highest rank and 5th being the lowest rank.

CONCLUSION

The purpose of this study was to conduct a review of the current academic literature on contemporary cloud
computing security mechanisms. The issues stemming from the implementation of these regulations. We
concentrated on data transmission between the economies of the United States and the European Union because
an examination the entity for international law would fall outside the scope for this article and would be
impractical owing to space limits. Despite the fact that data security is one of the most significant factors of
cloud computing clients, our examination of 33 studies discovered a lack of transparency and neglect within the
academic literature. However, after the first draught of a general privacy regulation was published in 2012, there
was an upsurge in the number of articles covering this delicate topic. Numerous findings emerged from our
content analysis. Prospective studies in this area will face hurdles. Many academics criticise the large disparity
in data. Protection laws among the United States and the European Union. However, there are few concrete
examples in literature. A careful examination and contrast of the unique IT law for both countries would enable
an assessment of the gaps in present legislation and the development of proposals to improve the situation. The
same is true for assertions about the current regulations' inability to be directly applied to Cloud technologies:
Our literature source did not provide detailed replies to why existing confidentiality agreements were not
applicable to these solutions.
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