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Abstract. Fraud events take place frequently which results in a huge financial loss. Fraud detections are dynamic and
are not easy to identity. Data mining plays a vital role in detection of “Credit card fraud” done in fraudulent online
transactions. Fraudsters use latest advanced methods which is an advantage. This process becomes challenging based
on two major reasons -firstly, the profiles of users keep changing constantly and secondly, the datasets required for this
are highly confusing. The overall performance of “Credit card fraud” detections is improved by sampling approach on
the dataset. This research looks at fraud incidents in the context of real-life fraud transactions. A variety of machine
learning methods and modelling approaches are used to combat each fraud. The goal of this study is to see how well
logistic regression and K-nearest neighbour (KNN) perform on highly skewed “Credit card fraud” data. In order to
assess the algorithm's robustness even further, noise is injected into the data sets. The major purpose of this study is to
compare and contrast numerous methods for identifying fraud.
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1. Introduction

It's a little, handy plastic card that contains personal information like a signature or a picture, and it allows the person
whose hame appears on it to charge products or services to his account, for which he will be charged on a regular basis. In
order to deliver services, automated teller machines (ATMs), retail readers, banks, and online internet banking systems all
read the information held on a credit or debit card. They have a unique card number that is very valuable to them. It relies on
the physical security of the plastic card as well as the confidentiality of the credit card number to work effectively [1]-[12].
Credit card transactions are rapidly expanding, resulting in a huge rise in the number of persons participating in fraudulent
activities. According to the Federal Trade Commission, “Credit card fraud” is a wide term that refers to theft and fraud
involving the use of a credit card as a false source of money in a specific transaction [13]-[25]. In order to tackle the fraud
detection problem, most statistical approaches and a range of data mining algorithms are applied. In “Credit card fraud”
detection systems, artificial intelligence methods such as machine learning, meta learning, and pattern matching are
employed. Genetic algorithms are a kind of evolutionary algorithm that is used to solve issues like fraud detection and
prevention. The creation of an efficient and secure electronic payment system, which can be utilized to assess whether a
transaction is fraudulent or not, is prioritized. In this post, we'll look at “Credit card fraud” and the steps you may take to
avoid it. When someone uses another person's credit card for their own personal purpose without the owner's knowledge, this
is referred to as “Credit card fraud”. When fraudsters participate in this kind of behavior, the system is abused to the point
that the whole allowable limit is depleted. As a consequence, we'd want a solution that lowers the credit card's overall credit
limit, which is more open to fraud than the other possibilities. Furthermore, as time passes, a Genetic algorithm improves the
problem's answers. The main aim is to create an efficient and secure electronic payment system, with the purpose of
detecting fraudulent transactions as a secondary goal.

2. Related Works

As previously mentioned, the study's main focus is on assessing whether or not a transaction is fraudulent, implying that
the problem is one of classification, which can be solved utilizing classification techniques.

“Credit card fraud”

“Credit card fraud” is a kind of identity theft in which someone falsely charges products to someone else's credit card
account or withdraws money from that account using that person's credit card information. When it comes to “Credit card
fraud”, the fraudulent use of a debit card is also included. Theft of a credit card or unlawfully accessing the cardholder's
account and personal information, such as the cardholder's name and address, and then using that information to make
fraudulent transactions are two ways “Credit card fraud” may be committed. Various law enforcement agencies, ranging
from local police departments to the US Secret Service, are vigorously enforcing fraud laws, notably those relating to “Credit
card fraud”. Consider the “Credit card fraud” definition below as an example of how to better comprehend this concept.
Credit card theft happens when someone steals a credit or debit card or gets the card number and other account information
required to use the card unlawfully. While physical “Credit card fraud” is possible, the regularity with which account
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information is stolen electronically has increased dramatically thanks to modern technologies. Until the card information is
used to make transactions, the account holder, the merchant from whom the card information was stolen or intercepted, and
even the card issuer may be fully unaware of the breach [26]-[34]. Because of the growing popularity of online shopping and
bill payment, having a physical credit card or debit card is no longer required to make transactions or pay bills. It's even
possible to open a bank account just for the purpose of taking credit cards online. If thieves are successful in collecting
enough personal information about other people, they may use it to conduct credit card fraud by opening new accounts or
obtaining new cards to use on existing accounts.

Features and elements

Its elements may include: When someone acquires a credit card or credit card number from another person without their
consent with the intent of using or selling the information, this is known as credit card theft. A credit card forgery is defined
as the purchase of anything of value using a credit card by someone other than the cardholder or an authorized user with the
intent of defrauding the credit card issuer: Credit card fraud is described as the use of a credit card or a credit card number
with the goal of using, selling, or transferring the number to another person. "Credit card fraud" is described as using a credit
card or card number to buy anything of value with the goal of misleading another person.

”Credit card fraud” detection
Some of the currently used approaches to detection of such fraud are:
o Atrtificial neural Network
Fuzzy Logic
Genetic Algorithm
Logistic regression
e Decision Tree
e  Support vector machines
e Bayesian Networks
e Hidden Markov Model
o  K-Nearest Neighbor
Detection Process
Step 1: Separate each individual client's transactions from the aggregate transaction database's transactions.
Step 2: Separate the authorized and fraudulent transactions of a customer's databases from the transactions of all of his or her
customers' databases.
Step 3: Applying a specified standard algorithm to a collection of legal transactions involving distinct consumers and
determining the difference between the two transactions is the goal. The following diagram depicts the overall architecture of
a “Credit card fraud” detection system, as well as the flow of a fraud detection process.

3. Experimental Setup and Methods

The data sets and classifications used in our research will be categorized using Logistic Regression techniques. Every
stage of the implementation was done in Python, including libraries like NumPy, Pandas, Keras, Scikit-Learn, and Tensor
flow. With the aid of Rstudio, data purification was done on occasion. PowerBI is also available for visualising the whole
transactional process. The many stages of the transactions, which include data collection, data preparation, data analysis,
classifier algorithm training, and classifier algorithm testing. The data is translated into a readable format and fit and sampled
during the preparation stage. The dataset is subjected to feature selection and reduction throughout the analysis stage, which
is achieved using PCA (Principal Component Analysis). During the training phase, classifier algorithms are built and fed
with the processed data that will be used to classify the data. The effectiveness of the transactions is examined using True
Positive, False Positive, True Negative, and False Negative replies to the questions in our research. The findings are
compared, and the accuracy, sensitivity, specificity, and precision of these classifiers are evaluated [36]-[58].

Dataset

There are two days in September 2013 in which the dataset comprises transactions of European credit card users. Because
of confidentiality concerns, the dataset contains the v1-v28 PCA feature as well as Time and Amount, which are well-known
features and are classified as 0 and 1. The positive class accounts for 0.172 percent of the total transaction volume. An
amalgamation of two data sources, the fraud transactions log file and the all transactions log file, was used to construct the
dataset. A significant portion of the dataset is uneven and biased in favour of the positive class. There are 28 primary
components as a consequence of the PCA feature selection procedures that were carried out. As a result, a total of 30 input
characteristics are used in this investigation. When a transaction occurs, the time feature records the second that has passed
between it and the very first transaction in the dataset. The ‘amount’ feature indicates the amount of the transaction. It is the
target class for the binary classification that is represented by the ‘class' feature, which takes the value 1 (positive case) to
indicate fraud and the value 0 (negative case) to indicate non fraud.
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Data Cleaning

The process of filling in missing data is an important part of the data cleaning method. There are a number of ways to
solve this issue, including ignoring the whole tulle, but the bulk of them are likely to add bias into the findings. Furthermore,
with changes such as the elimination of unnecessary columns and the separation of the date time column into two columns.

Data Integration

Because the fraudulent and real record files were originally housed in two separate files, the two data sources were
integrated to preclude future data tampering.

Data Transformation

All of the information from the various categories was compiled into a numerical format that was simple to understand.
The transactional dataset contains a variety of data types with a variety of ranges. As a consequence, data transformation
entails data cleaning and normalization.

Data Reduction

In this example, the approach that was applied was dimension reduction. Principal component analysis, or PCA, is a well-
known transform method that is frequently utilized in a variety of sectors. The application of this method handles the feature
selection issue in question from the perspective of numerical analysis. Because PCA was able to find the ideal number of
major components, it was helpful in feature selection.

Logistic Regression

An method that may be used for both regression and classification problems, however it is more often employed for
classification jobs due to its simplicity. In Logistic Regression, the result is a binary that belongs to one of the classes that
were defined. With the help of dependent variables, it is possible to predict categorical variables. This method is simple
binary classification to two values, where it computes probability values ranging between (0) and (1) for each value (1). It
determines the parameters that provide the greatest fit to a nonlinear function known as the sigmoid. Sigmoid Function (o) or
Logistic Function (L) are two terms used to describe a more complicated cost function used by this algorithm. An method
that may be used for both regression and classification problems, however it is more often employed for classification jobs
due to its simplicity. In Logistic Regression, the result is a binary that belongs to one of the classes that were defined. With
the help of dependent variables, it is possible to predict categorical variables. This method is simple binary classification to
two values, where it computes probability values ranging between (0) and (1) for each value (1). It determines the parameters
that provide the greatest fit to a nonlinear function known as the sigmoid. Sigmoid Function (o) or Logistic Function (L) are
two terms used to describe a more complicated cost function used by this algorithm.

o (x)= 1
(1+In-1)

X=WoZo+ WI1Z1 +....... +WnZn
The sigmoid function's input(x) is multiplied by the vector z, which represents the input data, and the best coefficients W.
Each element is multiplied and combined together to generate a single value, which is used to determine the classifier's
categorisation of the target class. It uses the logistic function to convert the x-values of the dataset's multiple occurrences into
a range of 0 to 1. If the sigmoid's value is greater than 0.5, it becomes 1; otherwise, it remains 0. The gradient ascent is then
calculated one by one for each feature value in the dataset. Given the large quantity of data in this study, gradient ascent is
often used since it updates the weights using just one instance at a time, reducing the study's total computing complexity.

4, Conclusion

Because of the variation in fraud patterns that has happened over time, “Credit card fraud” detection has been an
interesting area of research for many years. This research analyses and categorises whether a transaction is fraudulent or
lawful using a classification system. It compares the performance of the algorithms and finds that the logistic regression
model is much more effective and performs better than the others. On real-world credit card transaction data, a variety of
machine learning algorithms, including k-nearest neighbour (KNN) and logistic regression, have been tried and taught. The
findings of the experiment reveal that logistic regression performed substantially well in all of the experiments that were
analysed. If these algorithms are trained with some reaso-nable information, this aspect of our system may enable us to make
a judgement and go on to the next phase as soon as a fraudulent transaction is discovered. As a result, we can reach near-
perfect accuracy using logistic regression; nevertheless, we are striving to obtain more accuracy with respect to data when we
combine various methods that give us with greater accuracy. As a result, we'd achieve better accuracy, and by lowering the
number of fraudulent transactions, we'd still be able to get the results using logistic regression, which we'll try in the future.
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