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Abstract. Cyber security has become a critical concern in today's interconnected world, with the
escalating frequency and sophistication of cyber threats. To effectively protect digital assets and sensitive
information, organizations must adopt robust cybersecurity systems. The Multi-Objective Optimization
on the basis of Ratio Analysis (MOORA) method has emerged as a promising approach for evaluating
and improving cybersecurity systems.This research presents an innovative application of the MOORA
method to enhance cybersecurity systems. The MOORA method is a Multi-Criteria Decision Analysis
(MCDA) technique that enables decision-makers to rank alternatives based on multiple criteria,
ultimately aiding in selecting the most suitable solution. In the context of cybersecurity, various
evaluation criteria are considered, such as threat detection accuracy, incident response time, scalability,
resource utilization, and cost-effectiveness.Through the integration of the MOORA method, this study
offers a systematic and quantitative assessment of cybersecurity systems, addressing the limitations of
traditional evaluation techniques that often overlook the complexity of cyber threats. By prioritizing the
criteria most relevant to an organization's specific needs and risk profile, decision-makers can make
informed choices about investing in the right cybersecurity measures.The practical implementation of
the proposed MOORA-based cybersecurity system is demonstrated using real-world data from a diverse
set of organizations. The results showcase the effectiveness of the method in guiding cybersecurity
decision-making, leading to the identification of optimal solutions that strike the best balance between
performance, cost, and resource allocation.The alternatives are Al is Providing only essential
information and continuing to use the service or product, A2 is Giving wrong or partially wrong
information as personal data (misinformation), A3 is Closing the account, disposing of, or deactivating
the smart device or application and A4 limiting the use of the application, financial institution, or device.
The Evaluation parameters are C1 is Low trust in the firm, device, or application, C2 is Poor referrals
or negative word-of-mouth from previous users about the service or app, C3 is Negative previous online
experience, C4 is Being tech-savvy, experienced, and knowledgeable about recent trends in data privacy
and cybersecurity, C5 is The firm or institution not meeting essential privacy and security expectations,
such as privacy policies, notices (cookies), seals, etc and C6 is Perceiving that the benefits outweigh the
risks of disclosing information.The final result is Limit the use of application, financial institution or
device, etc (A4) is got first rank and Provision of strictly necessary Information and continue the use of
service or product (Al) is got lowest rank.

Keywords: MCDM method, Cybersecurity, Cyber Attacks, Generative Adversarial Networks (GANS),
Physical Security.

1. INTRODUCTION

Governments are increasingly recognizing the social and financial significance of cybersecurity. This
recognition is evident in the US, where cyberattacks cost approximately $100 billion annually, and the
cybersecurity market is estimated at around $170 billion per year. While the focus has primarily been on
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technical solutions to address cybersecurity challenges, there is a lack of attention on the ethical issues that arise
from it.The ethical importance of cybersecurity is paramount because the technologies involved significantly
impact human well-being. Modern human organizations heavily rely on data accessibility and system integrity,
which cybersecurity aims to protect. Consequently, ethical dilemmas arise in the field, such as whether to pay
hackers for encrypted data access in ransomware situations or to engage in intentional deception through social
engineering during penetration testing.Despite acknowledging the ethical concerns in cybersecurity, there is a
lack of consensus on the most suitable conceptual framework to approach these issues. The paper under review
explores a relatively new and crucial application of Generative Adversarial Networks (GANs) in the
cybersecurity domain. GANs have demonstrated remarkable effectiveness in generating high-quality and lifelike
images, making them a significant asset in various applications, including those related to cybersecurity. The
review primarily covers two essential areas:

1. Research investigations employing Generative Adversarial Networks (GANSs) to enhance the
effectiveness of Cybersecurity systems.
2. Studies exploring the utilization of GANSs in adversarial attacks targeting Cybersecurity systems.

The term "Cybersecurity" is a broad concept that involves the study and development of security protocols to
protect digital systems connected over the internet. This review focuses on studies related to securing systems
from adversarial attacks using a GAN (Generative Adversarial Network) or being attacked using a GAN. As
today's digital systems are accessible over the internet, cybersecurity policies are essential for safeguarding
these applications and the data they generate.Such as unauthorized access, viruses, and privacy breaches. These
applications play a crucial role in detecting and identifying attacks, thereby safeguarding the underlying
network-based systems and preventing potential physical damage or data manipulation. Cyber-attacks can
originate internally or externally, and cybersecurity applications employ known signatures or analyze system
behaviors to detect and identify these attacks.Among the detection methods, the signature-based approach relies
on knowledge-based databases, which necessitate manual updates. Consequently, these cybersecurity
applications are unsuitable for real-time applications and systems. The main contributions of this paper are yet
to be presented,

1. The aim is to give a concise overview of Al-driven cybersecurity, which caters to the current needs of
intelligent cybersecurity services and management. To achieve this, we will initially provide a brief
review of existing methods and systems in the cybersecurity domain. This review serves to both
motivate our study and establish the significance of the term "Al-driven cybersecurity.”

2. We will introduce the concept of security intelligence modeling, which incorporates a range of Al-
based techniques. These methods will be explored in the context of our specific objectives.

3. Lastly, we will delve into various research directions that fall within the scope of our study. These
research directions are intended to guide and inspire cybersecurity researchers for future investigations
in this domain.

Due to the increasing frequency of cyber incidents, microgrid operators need to be vigilant and develop a clear
understanding of cybersecurity risks in microgrid operations. It is essential to implement effective
countermeasures. Cyber risk assessment offers a systematic and repeatable method to quantify cybersecurity
concerns. The results of this assessment provide insights into the microgrid's cybersecurity posture and enable
the implementation of measures to mitigate potential cyber incidents effectively. Continuous assessment is
necessary to address the ever-evolving cyber threats facing microgrid operations.In recent years, research on
Intrusion Detection Systems (IDS) has advanced. However, they are less effective in identifying novel or zero-
day attacks, which are common in ICSs. Anomaly-based IDSs, on the other hand, establish a baseline of
accepted network behaviour and can detect new attacks based on deviations from this baseline. Hence, they are
better suited for identifying unknown threats.Introducing technologies not originally designed for time-critical
areas or from domains unrelated to users' physical security in Intelligent Transportation Systems (ITS) increases
their vulnerability to cyberattacks. However, borrowing technologies from various 10T sub-areas is a natural
progression. Some innovative technologies have found applications in ITS, while others are yet to be
experimented with in this context. The multidimensional nature of ITS requires a diverse range of approaches to
achieve cybersecurity objectives.
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2. MATERIALS AND METHOD

MOORA is a versatile technique for multi-criteria decision-making, capable of thoroughly evaluating
alternatives in the face of diverse and numerous influential factors. It is among the effective multi-objective
optimization methods used to address complex decision-making challenges. The main objective of MOORA is
to choose the optimal option by taking into account a group of contradictory criteria, both favorable and
unfavorable.Compared to other decision-making methods, MOORA offers several advantages for instance,
certain Multi-Criteria Decision Making (MCDM) techniques offer benefits like decreased mathematical
computations. This approach, alternatively, involves considering multiple factors or criteria simultaneously to
make decisions or achieve the best possible outcomes, involves simultaneously optimizing multiple conflicting
attributes, all subject to specific constraints. MOORA's applications are wide-ranging and extend to resolving
conflicting and intricate problems in the supply chain domain, this involves three crucial aspects: selecting the
optimal warehouse locations, choosing the right suppliers, and making decisions regarding product/process
design. In such scenarios, optimal decisions are crucial, and MOORA proves beneficial in making appropriate
rankings and selections among a variety of available options.Linguistic variables of these attributes are
transformed into crisp values to remove any fuzziness. The method involves measuring outcomes for each
alternative, and objective outcomes serve as the basis for comparing choices and ultimately arriving at the best
selection.In manufacturing environments, MOORA, as a multi-objective optimization technique, has
demonstrated its effectiveness in addressing a wide range of intricate decision-making challenges, showcasing
its success in numerous scenarios.The MOORA method is utilized to address decision-making challenges
related to fleet management issues. It employs a decision matrix to assess alternative options based on various
attributes or objectives. MOORA offers advantages such as faster computation and requiring fewer
parameters.However, some existing methods are complex and challenging to implement due to their reliance on
extensive mathematical knowledge and sensitivity to criteria weights and normalization procedures. To meet
these requirements, the paper proposes two algorithms of Multi-Criteria Decision Making (MCDM) that extend
the MOORA method to handle uncertain and qualitative information in a Possibility-Fuzzy (PF)
environment.The contributions of the paper are twofold: First, it introduces MOORA under PF environments to
extend its applicability beyond crisp data. Furthermore, the suggested approach has the capability to address
both quantitative and qualitative data, which are frequently encountered in MCDM (Multi-Criteria Decision
Making) situations. Multi-objective optimization involves optimizing conflicting objectives simultaneously
while considering constraints. Brauers introduced MOORA, a multi-objective optimization technique ideal for
addressing intricate decision-making challenges in the manufacturing domain.In the context of seaport planning
simulation, the objectives and alternatives were determined to fit the scope of the study. MOORA was chosen
despite violating the fourth condition because it met all other criteria, including the seventh condition to some
extent.

3. RESULT AND DISCUSSION

TABLE 1.Cyber Security System using MOORA method

Cl c2 C3 C4 C5 Cé
Al | 6332 | 6.238 | 6.581 | 6.562 | 6.162 | 6.162
A2 | 7514 [ 7114 716238 | 7038 ) 5971
AJ | 7486 | 7381 ] 7.143 | 7.029 | 6.848 | 6352
Ad | B.029 | 7220 ) 7952 | 6.933 | 7381 | 6333
B B B NB NB NB

Shows the table 1. Cyber Security System. The alternatives are Al is Providing only essential information and
continuing to use the service or product, A2 is Giving wrong or partially wrong information as personal data
(misinformation), A3 is Closing the account, disposing of, or deactivating the smart device or application and
A4 limiting the use of the application, financial institution, or device. The Evaluation parameters are C1 is Low
trust in the firm, device, or application, C2 is Poor referrals or negative word-of-mouth from previous users
about the service or app, C3 is Negative previous online experience, C4 is Being tech-savvy, experienced, and
knowledgeable about recent trends in data privacy and cybersecurity, C5 is The firm or institution not meeting
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essential privacy and security expectations, such as privacy policies, notices (cookies), seals, etc and C6 is
Perceiving that the benefits outweigh the risks of disclosing information.

Cyber Security System

Al A A3 A4
10

LR =

]

FIGURE 1. Cyber security system using MOORA Method

Shows the figure 1. Cyber Security System. The alternatives are Al is Providing only essential information and
continuing to use the service or product, A2 is Giving wrong or partially wrong information as personal data
(misinformation), A3 is Closing the account, disposing of, or deactivating the smart device or application and
A4 limiting the use of the application, financial institution, or device. The Evaluation parameters are C1 is Low
trust in the firm, device, or application, C2 is Poor referrals or negative word-of-mouth from previous users
about the service or app, C3 is Negative previous online experience, C4 is Being tech-savvy, experienced, and
knowledgeable about recent trends in data privacy and cybersecurity, C5 is The firm or institution not meeting
essential privacy and security expectations, such as privacy policies, notices (cookies), seals, etc and C6 is
Perceiving that the benefits outweigh the risks of disclosing information.

TABLE 2.Divide and Sum

Divide and Sum
Al | 40.3479 | 38.9126 | 43.3096 | 43.0598 | 37.9702 | 37.9702
A2 | 56.4602 | 50.6090 | 49.0000 | 38.9126 | 49.5334 | 35.6528
A3 | 56.0402 | 54.4792 | 51.0224 | 49.4068 | 46.8951 | 40.3479
A4 | 64.4648 | 52.2584 | 63.2343 | 45.3333 | 54.4792 | 40.1069

217.3131 | 196.2592 | 206.5663 | 176.7126 | 188.8780 | 154.0779

Table 2 illustrates the application of the Divide and Sum matrix formula utilized for this particular dataset.

TABLE 3.Normalized Data
Normalized Data

Al 4309 | 4453 | 4579 | 4936 | .4484 | .4964
A2 5097 | 5078 | .4870 | .4693 | .5121 | .4810

A3 5078 | 5269 | 4970 | .5288 | .4983 | 5117
A4 5447 | 5160 | 5533 | 5065 | .5371 | .5102

Shows the table 2 normalized data matrix, The Al, A2, A3 and A4 there are alternatives, C1, C2, C3, C4, C5 and
C6 there are evaluation parameter. we calculate the weighted normalized values by multiplying each normalized
value with its corresponding weight.
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TABLE 4.Weight
Weight
Al 25 25 25 25 25 25
A2 25 25 25 25 25 25
Al 25 25 25 25 25 25
Ad 25 25 25 25 25 25

Shows the table 4. Cyber security system weight is same

TABLE 5.Weighted normalized decision matrix

Weighted normalized decision matrix
Al 1077 1113 1145 1234 1121 1241
A2 1274 1270 1218 1173 .1280 1203
A3 1270 1317 1242 1322 1246 1279
Ad 1362 1290 .1383 1266 1343 1275

Shows the table 5 Weighted normalized decision matrixThe alternatives are Al is Providing only essential
information and continuing to use the service or product, A2 is Giving wrong or partially wrong information as
personal data (misinformation), A3 is Closing the account, disposing of, or deactivating the smart device or
application and A4limiting the use of the application, financial institution, or device. The Evaluation parameters
are C1 is Low trust in the firm, device, or application, C2 is Poor referrals or negative word-of-mouth from
previous users about the service or app, C3 is Negative previous online experience, C4 is Being tech-savvy,
experienced, and knowledgeable about recent trends in data privacy and cybersecurity, C5 is The firm or
institution not meeting essential privacy and security expectations, such as privacy policies, notices (cookies),
seals, etc and C6 is Perceiving that the benefits outweigh the risks of disclosing information.

TABLE 6.Assessment value and Rank

Assessment value Rank
Al -0.0261 4
A2 0.0105 2
A3 -0.0018 3
Ad 0.0150 1

Shows the table 6 assessment values and their corresponding ranks for four items (A1, A2, A3, and A4) in cyber
security system using MOORA method. The assessment values represent some numerical evaluations, and the
rank indicates their relative positions based on those values. A4 has the highest assessment value (0.0150) and is
ranked first. A2 has the second-highest assessment value (0.0105) and is ranked second. A3 has the third-highest
assessment value (-0.0018) and is ranked third. Al has the lowest assessment value (-0.0261) and is ranked
fourth.

Assessment value

0.02

0.01

-0.01

-0.02

-0.03

FIGURE 2.Assessment value
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Shows the figure 2 assessment value of cyber security system.A4 has the highest assessment value (0.0150),A2
has the second-highest assessment value (0.0105), A3 has the third-highest assessment value (-0.0018), Al has
the lowest assessment value (-0.0261).

Rank

0 1 2 3 4 5
FIGURE 3. Cyber security system final result

Shows the figure 3. Cyber security system final result of ranking. The top-ranked criterion is "A4: Restrict the
use of application, financial institution, device, etc." while the lowest-ranked criterion is "Al: Provide only
essential information and maintain the usage of the service or product”.

4. CONCLUSION

In summary, the implementation of the Cybersecurity System using the method represents a significant
advancement in safeguarding our digital landscape. Given the escalating complexity of cyber threats and their
potential consequences for individuals, organizations, and nations, a robust cybersecurity system is essential in
the digital age. The MOORA method has proven effective in evaluating and prioritizing security measures,
simultaneously addressing multiple objectives such as threat detection efficiency, response time, resource
allocation, and cost-effectiveness. This approach ensures a well-balanced and optimized cybersecurity
strategy. Through the application of the MOORA method, organizations can now identify and deploy the most
appropriate combination of security solutions tailored to their specific needs and risk profile. This leads to
enhanced resilience in their digital infrastructure, facilitating efficient detection and mitigation of cyber threats.
Nevertheless, it is crucial to recognize that cybersecurity is an ongoing process. As technology evolves, so do
cyber threats. Regular updates and continuous monitoring of the Cybersecurity System are crucial to remain
ahead of malicious actors. Additionally, fostering collaboration between public and private sectors, promoting
information sharing, and conducting proactive research are vital in maintaining a strong defense against cyber-
attacks.The ultimate outcome is that "Limiting the usage of applications, financial institutions, devices, etc.
(A4)" obtained the highest rank, while "Providing strictly necessary information and maintaining the use of
service or product (AL)" received the lowest rank.
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